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Part I: Device Fundamentals

Two chapters, no shortcuts: what is actually inside the device you are about to spend this book poking at, and what RFID and NFC are at the level of physics rather than at the level of a command you typed. Everything later in the book assumes you have this; it is worth reading even if you are tempted to skip to the attacks.




1 Before You Touch Anything: What’s Inside a Device

This book began as a blog. Posts about pulling firmware from a sealed device, building an RFID reader out of a handful of nRF52840 peripheral registers, disassembling a bootloader to answer a question that nagged at me for weeks. Each post was complete on its own: a problem, the false starts, the fix, what the fix taught me.

What you are holding is those posts reorganised into something with a spine. The problem they collectively answer is: how do you get started in hardware reverse engineering when nobody hands you a syllabus?


1.1 Who this is for

You are curious. You can write a small script, read a block of C without panicking, and you have probably taken apart something you should not have. You do not necessarily have a formal background in electronics or security. You have heard the words “RFID attack” or “firmware dump” and wanted to know what they actually mean in practice, from someone who has done them rather than described them abstractly.

This book is not for people who already know this field. It is for people on the outside of the field, looking for a door.



1.2 The hardware thread

Every hands-on section in this book uses one device: the ChameleonUltra. It is an open-source, open-hardware RFID research tool built on the Nordic nRF52840, an ARM Cortex-M4 with an integrated 2.4 GHz radio and a dedicated NFC peripheral. It does LF and HF RFID. It reads, emulates, and sniffs. It connects over USB-C and BLE. It costs around $60 from the usual channels and the full schematic is on GitHub.

The reason I chose one device rather than a toolkit is that depth beats breadth for learning. By the end of this book you will understand one piece of hardware well enough to modify its firmware, debug its peripherals, and extend its protocol support. That skill transfers. The ChameleonUltra is the vehicle, not the destination.

You will need:


	One ChameleonUltra (RfidResearchGroup edition or NielDK fork, both work)

	A USB-C cable

	A Linux machine or VM (the examples use Arch Linux, but any distro works)

	A handful of RFID cards to practise on: a hotel key, a transit card, a parking fob



Three later chapters step past the ChameleonUltra entirely, extending a sibling RFID platform and, eventually, a piece of hardware that has nothing to do with RFID at all. Different territory each time, same methodology throughout.



1.3 How wrong turns work here

Every chapter in this book includes the dead ends. The hypothesis that looked solid until one byte contradicted it. The firmware bug that crashed the device in a way that pointed nowhere obvious. The five wrong theories about a bootloader, killed in order.

This is deliberate. In real reverse engineering work, the dead ends are where the learning happens. A tidy account that skips from question to answer teaches you the answer. A messy account that shows you how to eliminate wrong answers teaches you to think.

When you see a section labelled “Dead End” or a hypothesis killed by evidence, read it carefully. That is the part most textbooks leave out.



1.4 Building this book yourself

The source for this book is Pandoc-flavoured Markdown. To build an epub or PDF from source, use the included build script:

# Install Pandoc (Arch Linux)
sudo pacman -S pandoc texlive-basic texlive-xetex texlive-latexrecommended texlive-latexextra

# Build epub + PDF
chmod +x build.sh && ./build.sh


The source lives at sec1.dk alongside the original blog posts it grew from.



1.5 A note on cost

This book is free. If it saves you hours of dead ends or points you at something you would not have found otherwise, a small donation is appreciated but never expected: paypal.me/nieldk



Let’s start with what is actually inside the device you are about to spend the rest of this book poking at.



1.6 The anatomy of an embedded system

A typical embedded device contains four things that matter to a reverse engineer:

A microcontroller (MCU). This is the brain: a CPU core, some RAM, some flash memory, and a collection of peripherals, all in one chip. The MCU runs your firmware. It does not run an operating system (usually). It starts at a fixed address on power-on and executes from there.

Flash memory. This is where the firmware lives. On most modern MCUs it is built into the chip itself (internal flash). On larger or older devices it may be a separate SPI NOR flash chip on the board. Flash is non-volatile; it survives power cycles. When you dump the firmware, this is what you are dumping.

RAM. Temporary storage for variables, the call stack, and runtime state. RAM is volatile; it disappears when power is cut. This is why embedded bugs that only manifest after 20 seconds of uptime are so painful: you often cannot pause execution.

Peripherals. Everything that talks to the outside world: UART, SPI, I²C, USB, radio blocks (NFC, BLE, Wi-Fi), ADCs, PWM timers, GPIO. These are memory-mapped: the CPU talks to them by reading and writing specific addresses in its address space. When you see something like 0xFFFD4000 in a disassembly, that is a peripheral register address, not a RAM location.



1.7 The nRF52840 in particular

The ChameleonUltra runs on a Nordic Semiconductor nRF52840. This is an ARM Cortex-M4F with:


	1 MB internal flash (at address 0x00000000)

	256 KB RAM (at address 0x20000000)

	A 2.4 GHz radio (BLE, IEEE 802.15.4)

	An NFCT peripheral (ISO 14443-A, ISO 15693)

	USB full-speed device

	48 MHz clock, floating-point unit



The flash map for a typical ChameleonUltra install looks like this:

0x00000000 – 0x0000EFFF   SoftDevice (Nordic BLE stack)
0x0000F000 – 0x000F2FFF   Application firmware
0x000F3000 – 0x000FFFFF   Bootloader (UF2 or DFU)
0x10001000                 UICR (option bytes: device configuration)

You do not need to memorise this. You need to know that it exists and that the bootloader and application live in different regions, because this matters when you try to update or replace the firmware in Chapter 3.



1.8 Talking to the ChameleonUltra

The ChameleonUltra presents a USB CDC serial port when plugged in. On Linux it appears as /dev/ttyACM0 (or ttyACM1 if you have something else on ACM0). The Python client wraps this, but you can speak to it directly if you want.

Install the Python client:

pip install chameleon-ultra
# or from source:
git clone https://github.com/RfidResearchGroup/ChameleonUltra
cd ChameleonUltra/software/script
pip install -r requirements.txt


Connect and open a session:

python chameleon_cli_main.py


You should see a prompt. Now:

CU> hw version

This returns the hardware version, firmware version, and build date. Write these down, they matter when you read changelogs and PRs.

CU> hw freemem

This returns the amount of free heap in the application. On a fresh boot you will see something around 180–200 KB. As you load card data into slots, this number drops. The command exists because heap exhaustion produces some of the most confusing bugs in embedded firmware; the system behaves correctly until it silently runs out of memory, then produces incorrect results or resets.

CU> hw blver

This returns the bootloader version. The ChameleonUltra ships with a Nordic DFU bootloader by default. Chapter 3 describes replacing it with a UF2 bootloader, which gives you drag-and-drop firmware updates without needing any flashing tool at all.



1.9 Reading the datasheet (without drowning)

Nordic publishes the nRF52840 Product Specification. It is 700 pages. You do not read it from the start. You use it as a reference; open it when you need to understand a specific peripheral or register.

The most useful sections for a reverse engineer:


	Chapter 4 (Memory): the address map. Tells you what lives where.

	Chapter 6 (GPIO / GPIOTE): how pins work and how interrupts fire on pin changes.

	Chapter 15 (NFCT): the NFC peripheral. This is what ChameleonUltra uses for HF card emulation and reading.

	Chapter 24 (USBD): the USB peripheral.

	Chapter 35 (PWM): pulse-width modulation. The LF 125 kHz carrier is generated by this peripheral.



When you encounter a peripheral address in a disassembly, say 0x40005000, look it up in Chapter 4. The map will tell you which peripheral owns that address block. Then you can jump to that peripheral’s chapter to understand what the surrounding code is doing.



1.10 Hands-on: your first diagnostic session

With the ChameleonUltra connected, run through these commands and note the output:

hw version    # firmware version and build
hw freemem    # free heap in bytes
hw blver      # bootloader version

Then enumerate the card slots:

slot list

Eight slots, each capable of holding an HF or LF card configuration. Each slot has an enable state, a tag type, and optionally loaded sector data. Empty slots show as disabled.

Finally, run a reader scan with no card present:

hf 14a scan

You should get a timeout; no card found. Hold a hotel key or transit card flat against the antenna (the PCB loop at the top of the device) and run it again. You should see a UID and an ATQA value. That is the tag announcing itself. The next chapter is entirely about what those values mean and where RFID, as a technology, actually comes from.



What you have now: a mental model of an embedded system, a specific map of the nRF52840’s memory layout, and a working connection to the ChameleonUltra. Next: the physics and the device landscape behind every scan you are about to run.





2 RFID and NFC: How This Actually Works

RFID stands for Radio Frequency Identification. It is, at its core, a way for a small passive chip to broadcast an identity when it enters a radio field. No battery. No connection. Just physics: the reader’s field induces enough current in the tag’s coil to power its logic and broadcast a response. NFC (Near Field Communication) is the same physics with a friendlier name and a more structured stack on top; every NFC tag is also, underneath, a 13.56 MHz RFID tag.

Before you run a single command, it is worth understanding why any of this works at all. That understanding is what lets you reason about a new card type you have never seen before, instead of only recognising the ones this book happens to cover.


2.1 Two frequency worlds

RFID lives in two frequency bands that are almost completely separate ecosystems.

Low frequency (LF), 125 kHz. Older technology, simpler protocols, worse security. Used in car key fobs, animal microchips, old building access cards, and parking lot systems. The coil is large (to pick up enough energy at low frequency), so LF tags are thick and physical range is short, typically a few centimetres.

Common LF protocols you will encounter: EM410x (read-only, 40-bit ID), EM4305 (writable, reader-talk-first), HID Prox, AWID, Indala.

High frequency (HF), 13.56 MHz. Faster, shorter wavelength, smaller antennas, much richer protocol stack. Used in transit cards, hotel keys, passport chips, contactless payment cards, and most modern access control. Range is similar (a few centimetres to perhaps 10 cm with a good reader).

Common HF protocols: ISO 14443-A (MIFARE, NTAG, DESFire, transit cards), ISO 14443-B (some passports and payment cards), ISO 15693 (library cards, some NFC tags).

The ChameleonUltra handles both. The hardware has separate antenna paths for LF and HF; the device can switch between them, but not run both simultaneously.



2.2 How a reader actually powers and reads a passive tag

A passive tag has no power source of its own. Everything it does, waking up, running its logic, and talking back, is powered by the reader’s own radio field. This is the part most people skip past, and it is the part that explains almost every weird limitation you will hit later in this book.

Step 1: Inductive coupling. The reader drives an alternating current through its antenna coil, which creates an oscillating magnetic field (125 kHz or 13.56 MHz, depending on band). When a tag’s coil is brought into that field, the changing flux induces a voltage across the tag’s coil, exactly the way a transformer’s secondary winding picks up power from the primary.

Step 2: Rectification and power-up. The tag’s analogue front end rectifies that induced AC voltage into DC, charges a small capacitor, and uses it to power the tag’s logic. This takes a handful of carrier cycles, microseconds, not milliseconds. Once powered, the tag’s state machine starts from a fixed reset state, the same way an MCU boots: it has no memory of anything that happened the last time it was in a field.

Step 3: The reader talks first (usually). The reader sends a command by modulating its own field, dropping the amplitude, shifting its phase, or interrupting it briefly, depending on protocol. The tag’s front end demodulates this and recovers the command bits.

Step 4: Load modulation, the tag’s only way to talk back. Here is the detail that trips people up: the tag cannot transmit. It has no amplifier, no antenna driver of its own power budget to spare. Instead, it talks back by changing its own electrical load, switching a resistor or a capacitor across its coil, in a pattern that encodes its data.

That load change alters how much energy the tag’s coil draws from the reader’s field, which very slightly changes the voltage across the reader’s coil. The reader detects this tiny amplitude (or phase) wobble, typically a few percent of the carrier amplitude, and decodes it back into bits. The tag is not broadcasting a signal into free space; it is disturbing a field that the reader itself is generating, and the reader is listening to its own antenna for the disturbance.

This is why range is so short and so sensitive to orientation: the coupling falls off steeply with distance, and load modulation produces a far weaker signature than an active transmission would. It is also why a tag that works perfectly flat against a reader can fail completely tilted at a slight angle; the coupling coefficient between the two coils has dropped below the threshold needed to either power the tag or detect its load modulation.

A simplified view of one exchange:

READER                                    TAG
  |-- continuous 125kHz / 13.56MHz field -->|   (powers the tag)
  |-- command, encoded as field mod. ------>|   (tag demodulates)
  |                                          |-- tag decodes, computes response
  |<-- tiny load change on tag's coil ------|   (load modulation)
  |   (reader senses it as amplitude/phase  |
  |    wobble on its OWN antenna)           |

Everything from here on, scanning, sniffing, emulating, is really just different ways of sitting on one side or the other of this exchange: as the reader (scanning), as a passive observer of both sides (sniffing), or as the tag (emulating).



2.3 The device landscape

The ChameleonUltra is this book’s platform, but it did not appear in a vacuum, and it is worth knowing where it sits relative to the rest of the field. You will see all of these named in forums, PRs, and other people’s write-ups.

Proxmark3 family. The Proxmark3 is the reference platform for RFID research and has been for over a decade. It predates the ChameleonUltra and has the deepest protocol coverage of any open tool, LF and HF, including attacks the ChameleonUltra does not implement. The Proxmark3 RDV4 is the full-featured version: FPGA-based signal processing, a smart-card slot, Bluetooth, a battery, and support for add-on antenna modules. The Proxmark3 Easy is the stripped-down, budget clone-friendly variant, no FPGA-accelerated analogue frontend in the same form, a simpler antenna, and a noticeably lower price, aimed at people who want to try LF/HF basics before committing to an RDV4. It runs the same open-source firmware but with reduced RF performance and no add-on slot.

Proxmark add-ons extend the RDV4 specifically: the long-range LF/HF antenna pack trades portability for read range, useful for testing how far a deployed reader can actually sense a card from (a question with real access-control implications). These add-ons do not fit the Easy variant.

Arduino-based readers. The cheapest entry point into HF work is an Arduino plus an MFRC522 or PN532 breakout module, a few dollars of hardware that can read and write MIFARE Classic and NTAG tags over SPI or I²C. These modules have no sniffing capability and minimal protocol flexibility, but they are the fastest way to see a UID on a screen for the first time, and they are what most “Arduino RFID lock” tutorials online are built on.

Simple cloners (“xcopy”-style devices). A category of inexpensive, often unbranded handheld devices that read an EM410x or similar LF tag and write the UID to a blank writable tag at the press of a button. No software, no protocol insight, just clone. These are popular for legitimate low-security key-fob duplication and are a useful reminder of just how little security EM410x ever had.

Where the ChameleonUltra fits. It sits between the Arduino modules and the Proxmark3: far more capable than a breakout board (it emulates, sniffs, and runs standalone attacks), but more focused than a Proxmark3 RDV4 (one chip, LF and HF, no FPGA, no add-on ecosystem). Its advantages are size, BLE connectivity, and an actively developed, hackable open-source firmware, which is the reason this book builds around it: you can read, modify, and reflash every layer of what it does.



2.4 What a scan actually does

When you run hf 14a scan, the ChameleonUltra:


	Powers up the 13.56 MHz carrier field via the NFCT peripheral

	Sends a REQA (Request Type A) command: 7 bits, broadcast

	Waits for an ATQA response (Answer To Request A), the tag’s first reply

	Runs the anticollision loop to resolve the UID if multiple tags are present

	Sends SELECT to lock onto one tag

	Receives the SAK (Select Acknowledge), which encodes the tag type

	Powers down the field



The UID, ATQA, and SAK are returned to you. They are not secret; they are broadcast by the tag in response to any reader. Every hotel key you have ever touched has been broadcasting its UID to every passing reader that asked.



2.5 Running your first scans

Put a hotel key, transit card, or any NFC-capable card against the ChameleonUltra antenna:

CU> hf 14a scan

Example output:

UID: A3 B7 2C 11
ATQA: 00 04
SAK: 08
Type: MIFARE Classic 1K

Now let’s decode what you’re looking at:

UID: the card’s identifier. 4, 7, or 10 bytes depending on the standard. MIFARE Classic typically uses 4 bytes. Some cards have a random UID that changes each scan (anti-tracking feature on newer cards).

ATQA (Answer To Request A): a 2-byte value the tag sends immediately after REQA. The bits encode tag category and UID size. 0x00 0x04 indicates a 4-byte UID, type A.

SAK (Select Acknowledge): a 1-byte value that tells you the tag’s protocol capabilities. 0x08 means MIFARE Classic (no ISO 14443-4 layer). 0x20 means the tag supports ISO 14443-4 (smart card APDUs: DESFire, EMV cards). 0x00 means MIFARE Ultralight or NTAG.

Scan a few different cards and compare the ATQA and SAK values. A hotel key and a transit card will probably look different. A bank card will show SAK: 20. The next chapter introduces a dedicated catalogue of these card families if you want the full picture before going further.



2.6 LF scanning

For LF cards (key fobs, parking cards):

CU> lf search

This tries multiple LF protocols in sequence. You might see:

[+] EM410x found
UID: 1122334455

Or for a more capable tag:

[+] EM4305 detected
Config word: 0x00008040
UID: 1234ABCD

LF scanning is slower; the lower frequency means more time per bit, and detecting what protocol a tag uses requires trying several modulations. lf search tries the most common ones automatically.



2.7 Reading a MIFARE Classic card

A UID is just an identity. A MIFARE Classic card also has 1 KB or 4 KB of sector storage, organised into 16-byte blocks, protected by 6-byte keys (Key A and Key B per sector). The default factory key is FFFFFFFFFFFF on most cards.

Try a sector read:

CU> hf mf rdbl --blk 0 --key FFFFFFFFFFFF --kt A

Block 0 is the manufacturer block; it contains the UID, the check byte, and the manufacturer data. On a real MIFARE card you cannot write this block (hardware locked).

If the key works, you will see 16 bytes of data. The first 4 bytes are the UID you already know from the scan.

If the key fails with Authentication error, the card uses non-default keys. Chapter 10 covers how to find those keys.



2.8 Your first emulation

Emulation is the party trick that makes ChameleonUltra interesting to a researcher. Instead of just reading a card, you load the card data into a slot and the device becomes that card: a reader pointed at the ChameleonUltra sees the same UID and responds to the same authentication as the original.

Clone a simple UID-only tag into slot 1:

CU> slot change --slot 1 --type hf
CU> hf 14a uid --uid A3B72C11

Now hold the ChameleonUltra against a door reader or an NFC-capable phone and it will present as the card with UID A3B72C11. Whether the reader accepts it depends on what the reader is checking, just UID, or full sector authentication. Most cheap readers only check the UID.

To load a fully dumped card (all sectors, all keys):

CU> hf mf eload --file dump.bin --slot 1

This loads the complete memory image into the emulator. The device will respond to authentication with the correct keys for every sector.



2.9 Understanding what you are (and are not) doing

A note on scope. Reading a card UID is passive observation; the card broadcasts it to any reader that asks. Emulating a card you own, or a card you have permission to test, is legitimate research. Emulating someone else’s transit card to avoid a fare, or someone else’s access card to enter a building you are not authorised to enter, is fraud.

This book is about understanding systems. Understanding a system well enough to bypass it is different from bypassing it without authorisation. The distinction matters legally and ethically, and you will be thinking about it throughout the rest of this book.



2.10 Slot management

The ChameleonUltra has 8 emulation slots. Each can hold one card configuration. View the current state:

CU> slot list

Enable or disable a slot:

CU> slot enable --slot 2
CU> slot disable --slot 2

Change the active slot:

CU> slot change --slot 3

In standalone mode (Chapter 11), you will use the physical buttons to cycle slots without a connected host. The slot system is the runtime equivalent of carrying a wallet full of cards; the whole wallet fits in a device the size of a thick credit card.



What you have now: the physics of inductive coupling and load modulation, a map of the devices used across this field, the ISO 14443-A handshake, what UID/ATQA/SAK encode, and a basic scan-clone-emulate cycle. Next: getting the firmware out of the device itself.





Part II: The Reverse-Engineering Toolkit

Four chapters on getting a binary out of a device and making sense of it once you have it: the debug interface, the bootloader, physical flash access, disassembly, closed-source teardown, and USB protocol archaeology. None of this is RFID-specific. It is the general toolkit the rest of the book, and most hardware reverse engineering, is built on.




3 Getting the Firmware Out

Reverse engineering begins with the binary. Before you can read what a device does, you need a copy of its firmware. Sometimes that is trivial. Sometimes it requires hardware access, the right cable, and a working knowledge of what the chip’s boot ROM will and will not do.

This chapter covers three routes from device to binary: the proper hardware debug interface, the bootloader’s own update protocol, and physical flash access. The ChameleonUltra gives you all three, which makes it an ideal learning platform; you can practise the technique and verify your result against the known-good source.


3.1 The debug interface: SWD

Most ARM Cortex-M microcontrollers expose a Serial Wire Debug (SWD) interface: two signals (SWDIO and SWDCLK) plus ground and power. SWD is ARM’s two-pin alternative to JTAG. With the right hardware adapter you can connect a debugger, halt the CPU, read memory, set breakpoints, and download the complete flash contents.

The required hardware is called a debug probe. Common options:


	Black Magic Probe (BMP): runs GDB server directly on the probe. No separate server software. Connect via USB, point GDB at /dev/ttyACM0, done. Open source hardware and firmware.

	J-Link: SEGGER’s product. Excellent performance, expensive. A clone costs around $10 but may have firmware restrictions.

	ST-Link V2: made for STM32 targets but works with other Cortex-M chips via OpenOCD or a BMP flash. The cheap aluminium-tube clones work fine.



For the ChameleonUltra, BMP v1.10.x is the recommended probe version. BMP v2.0 has a regression in nRF52840 detection (Designer 0x244 / Part 0x8 does not route to the nrf51_probe handler). Use v1.10.1 or v1.10.2.


3.1.1 Connecting SWD to the nRF52840

The ChameleonUltra exposes SWD on a small pad header on the PCB. The pins are labelled SWDIO, SWDCLK, GND, and VCC (3.3 V). Connect your probe to these four pads.

With BMP connected to the host and the ChameleonUltra powered:

# Open GDB targeting BMP
arm-none-eabi-gdb

(gdb) target extended-remote /dev/ttyBmpGdb
(gdb) monitor swdp_scan
Available Targets:
No. Att Driver
 1      Nordic nRF52 M4
(gdb) attach 1


Now dump the full flash:

(gdb) dump binary memory firmware.bin 0x00000000 0x00100000


This writes 1 MB (the complete internal flash) to firmware.bin. That file contains the SoftDevice, the application, and the bootloader: everything the chip runs.



3.1.2 A pocket-sized probe: Black Magic Probe on a Cardputer

A genuine BMP is a small USB dongle with no display and no input of its own; it is entirely dependent on a host running GDB. For bench work that is fine. For field work, reading out a device somewhere that is not your desk, it means carrying a laptop for what is conceptually a four-wire, few-command operation.

That gap is what motivated porting the Black Magic Probe firmware itself onto an M5Stack Cardputer, an ESP32-S3 handheld with a keyboard and a small screen, turning it into a standalone SWD probe with no host required at all: a REPL on the device’s own keyboard, with attach, detach, flash, read, regs, mem, run-control, and a usbmode command that switches the device between a dual-CDC debug interface and a USB mass-storage mode for staging firmware images.


[image: Boot screen of the Cardputer BMP port: the standalone probe is ready to attach to a target with no host or GDB client needed.]
Boot screen of the Cardputer BMP port: the standalone probe is ready to attach to a target with no host or GDB client needed.

The firmware vendors blackmagic-fw in-tree against a minimal libopencm3 shim, so the same proven target-detection and protocol logic that drives a real BMP drives this one. Attaching and detaching a target, and flashing an image, work identically to the USB dongle, just typed on the device itself rather than into a remote GDB session:


[image: A standalone attach/detach session on the Cardputer BMP’s own keyboard: the SWD-DP scan identifies an STM32F1 medium-density target with no host attached.]
A standalone attach/detach session on the Cardputer BMP’s own keyboard: the SWD-DP scan identifies an STM32F1 medium-density target with no host attached.



3.1.3 Auto pin detection and a microSD-backed debugger

Four wires sounds simple until you are holding an unlabelled target board with no schematic to hand. swd_pinout turns pin identification into a one-command scan: point it at a candidate pin set and it drives each combination in turn, watching for a valid ADIv5 IDCODE response, and reports back which pin is SWDIO, which is SWCLK, and what the target identified itself as.


[image: Auto pin detection on the Cardputer BMP: swd_pinout scans two candidate GPIOs and reports which one is SWDIO and which is SWCLK, along with the target’s ADIv5 IDCODE.]
Auto pin detection on the Cardputer BMP: swd_pinout scans two candidate GPIOs and reports which one is SWDIO and which is SWCLK, along with the target’s ADIv5 IDCODE.

Because the scan is symmetric, it does not care which physical pin you call “first”: run it again with the same two wires and it reports the same IDCODE with SWDIO and SWCLK swapped relative to the previous run, which is simply the probe re-confirming the same electrical pair rather than a contradiction. What matters is the IDCODE agreeing across runs, not which GPIO label lands on which signal.

The usbmode msc switch and a microSD slot turn the probe into a standalone debugger that never needs a host at all, not even for staging files. read dumps a flash range straight to a file on the card:


[image: A standalone flash read: 128 KB streamed from the target’s internal flash straight to /sdcard/a, with no host attached for the transfer.]
A standalone flash read: 128 KB streamed from the target’s internal flash straight to /sdcard/a, with no host attached for the transfer.

and flash writes an .elf staged on that same card back onto a target, attach, erase, program, verify, all from the keyboard:


[image: Flashing a target from a microSD-staged .elf: attach, erase, program two segments, verify, done, entirely standalone.]
Flashing a target from a microSD-staged .elf: attach, erase, program two segments, verify, done, entirely standalone.

That read/flash pair is the whole point of the port: carry one pocket device, no laptop, and you can pull firmware off a device in the field and put a known-good image back on it in the same session.

One bug worth a short mention, because it is the kind that only shows up once you remove the host entirely: an emulated ADIv5 SWD-DP debug target, used for testing the probe firmware against Renode rather than real silicon, had a TAR (Transfer Address Register) auto-increment wraparound bug, memory reads past a page boundary silently wrapped back to the start of the page instead of continuing into the next one. On a host-driven BMP this class of bug is easy to miss, because GDB’s own memory-read chunking rarely crosses the exact boundary where the wrap occurs. Running the full read/flash cycle standalone, with no GDB abstraction between the REPL and the target, surfaced it immediately.



3.1.4 Read-out protection

Some devices set read-out protection (RDP) to prevent exactly this operation. On STM32 chips, RDP Level 1 prevents flash readback over debug while still allowing debugging. RDP Level 2 is permanent; debug access is disabled forever.

Nordic’s equivalent is Access Control Lists (ACL) and APPROTECT. On nRF52840, if APPROTECT is set in the UICR, the debug port is disabled on power-on. The factory ChameleonUltra does not set APPROTECT (it is an open research tool). If you encounter a device that does, you need the bootloader route or physical flash access.




3.2 The bootloader route: DFU and UF2

When the debug interface is locked, the next option is the device’s own firmware update mechanism. Most embedded devices have one: the manufacturer needs a way to ship firmware updates, so they build in a fallback path.


3.2.1 Nordic DFU

The nRF52840 ships with Nordic’s Device Firmware Update bootloader. To enter DFU mode on the ChameleonUltra:

CU> hw dfu

The device resets into DFU mode and enumerates as a Nordic DFU target. You can then flash a new firmware image using nrfutil:

nrfutil dfu usb-serial -pkg firmware.zip -p /dev/ttyACM0


DFU mode does not let you read flash back; it is write-only from a security standpoint. But it does let you replace the firmware, which is useful for installing a different bootloader.



3.2.2 UF2 bootloader: drag-and-drop firmware

The UF2 bootloader replaces Nordic DFU with a mass-storage device protocol. When you enter UF2 mode, the device appears as a USB flash drive. You update firmware by copying a .uf2 file onto it. No special tools required; it works from any OS with file manager support.

To install the UF2 bootloader on ChameleonUltra:

# Download the UF2 bootloader build
# Flash via existing DFU or via SWD
arm-none-eabi-gdb
(gdb) target extended-remote /dev/ttyBmpGdb
(gdb) monitor swdp_scan
(gdb) attach 1
(gdb) load uf2_bootloader.hex
(gdb) monitor reset


After installation, double-pressing the reset button enters UF2 mode. A CU_UF2 drive appears. Copy your firmware .uf2 onto it. Done.

The UF2 format packs 256 bytes of flash data into 512-byte blocks, with a 32-byte header containing a target address and a magic number. A standard OS file copy triggers the bootloader to write each block to the correct flash address. The drive disappears and the device resets when the transfer completes.

This is the cleanest user-facing update experience possible, and it works even if the application is completely broken, as long as the bootloader region survives.




3.3 Physical flash access: SPI NOR

When the chip has no debug access and no cooperative bootloader, and the firmware lives in an external SPI NOR flash chip, you can often desolder the flash and read it on a programmer.

Common SPI NOR chips: Winbond W25Q series, ISSI IS25LP series, XTX XT25F series. All use a standard four-wire SPI interface (MOSI, MISO, SCK, CS) and a command set that is mostly compatible across vendors.

Tools for reading SPI NOR:


	flashrom with a CH341A USB programmer (~$5) covers most 3.3 V flash chips

	Bus Pirate for more manual control

	A Raspberry Pi’s hardware SPI interface works well for one-offs



# Read a Winbond W25Q128 via CH341A
flashrom -p ch341a_spi -r firmware_dump.bin


You can sometimes read the flash in-circuit (chip still soldered) if the MCU is held in reset so it does not drive the SPI bus. Whether this works depends on the board topology. On one wireless CarPlay adapter built around an Allwinner V851S3, the flash is a 16 MB XTX XT25F128F, readable in-circuit once the CPU is held via FEL mode.



3.4 FEL mode: Allwinner’s back door

The Allwinner SoC family (used in many cheap embedded Linux devices) boots from a small ROM that supports a USB protocol called FEL when no valid bootloader is found in flash. FEL lets you read and write memory and flash without any physical debug interface.

To enter FEL mode, hold the FEL button (or short the FEL pad to ground) while applying power, then connect USB:

# Check for FEL device
xfel info


xfel version 1.2.9
Found Allwinner V851S3 FEL device

From here you can dump the SPI flash:

xfel spinor read 0 16777216 flash_dump.bin


This gives you 16 MB of raw flash to analyse with the same binary-identification and disassembly workflow covered below and in Chapter 4.



3.5 What to do with a firmware binary

Once you have the binary, you need to understand it. The workflow:


	Identify the format. file firmware.bin may tell you. binwalk firmware.bin will find embedded filesystems, compressed blobs, and known signatures.


	Find the load address. For a bare-metal firmware, the first word is the initial stack pointer and the second word is the reset vector. Both must be valid addresses for the chip’s address space. For the nRF52840: SP should be in 0x20000000 – 0x20040000, reset vector in 0x00000000 – 0x00100000.


	Disassemble. Feed the binary to Ghidra or objdump with the right architecture and load address. Chapter 4 covers this in detail.


	Cross-reference the datasheet. Peripheral register addresses in the disassembly will match entries in the nRF52840 Product Specification. When you see a write to 0x40005504, look up 0x40005504 in the memory map; it will tell you which peripheral and which register.






What you have now: three routes from device to binary (SWD debug, bootloader update, physical flash), and a starting framework for what to do once you have the bytes. The next two chapters are about reading those bytes, starting with the fundamentals of disassembly, then a complete case study in a closed-source device.





4 Disassembly Without Fear

Disassembly is the act of converting a binary blob back into human-readable assembly instructions. The instructions are not the source code; you do not get variable names, you do not get comments, you do not get the author’s intent handed to you. What you get is the truth of what the CPU actually executes, which is often more honest than the source code anyway.

This chapter teaches you to read ARM Cortex-M assembly well enough to answer useful questions about a firmware binary. You do not need to become fluent. You need to be able to follow a call chain, identify peripheral accesses, and recognise common patterns.

The worked example is the ST-Link clone bootloader: a real case where I built five plausible hypotheses about why one firmware auto-ran and another did not, and killed them one by one until I had no option left but to actually read the code. The answer was one instruction.


4.1 Tools

Ghidra is the NSA’s open-source reverse engineering framework. It has a disassembler, a decompiler that produces reasonable C-like pseudocode, and cross-reference tracking. It handles ARM Thumb2 (the instruction set used by Cortex-M chips) well.

# Arch Linux
yay -S ghidra
# or download from ghidra-sre.org


objdump from the ARM cross-toolchain is useful for quick command-line disassembly:

sudo pacman -S arm-none-eabi-binutils

# Disassemble a raw binary at a known load address
arm-none-eabi-objdump -D -b binary -m arm \
  --start-address=0x08000000 \
  --adjust-vma=0x08000000 \
  -M force-thumb firmware.bin


Capstone is a disassembly library with Python bindings, useful for scripted analysis:

pip install capstone


from capstone import *
cs = Cs(CS_ARCH_ARM, CS_MODE_THUMB)
cs.detail = True

with open("firmware.bin", "rb") as f:
    code = f.read()

load_address = 0x08000000
for insn in cs.disasm(code, load_address):
    print(f"0x{insn.address:08x}:  {insn.mnemonic:8s} {insn.op_str}")




4.2 ARM Thumb2 in ten minutes

ARM Cortex-M cores execute the Thumb and Thumb2 instruction sets, 16-bit and 32-bit encodings that co-exist in the same instruction stream. You do not need to memorise encodings; the tools decode them for you. But you need to recognise the patterns.

Load and store:

ldr   r0, [r1]        ; load 32-bit word from address in r1 into r0
ldrb  r0, [r1]        ; load byte
ldrh  r0, [r1]        ; load halfword (16 bits)
str   r0, [r1]        ; store r0 to address in r1
ldr   r0, [r1, #8]    ; load from r1 + 8 bytes
ldr   r0, [r4, r5]    ; load from r4 + r5


Arithmetic and logic:

mov   r0, #7          ; r0 = 7
add   r0, r1, r2      ; r0 = r1 + r2
sub   r0, r1, #1      ; r0 = r1 - 1
cmp   r0, #7          ; set condition flags based on r0 - 7
tst   r0, #0x08       ; set flags based on r0 AND 0x08 (tests a bit)
orr   r0, r0, #0x01   ; r0 |= 1
and   r0, r0, #0xFF   ; r0 &= 0xFF


Branches:

b     0x08002200       ; unconditional branch
bl    0x08000f2e       ; branch with link (call a function, return address in lr)
bx    lr               ; branch to address in lr (return from function)
beq   0x08002200       ; branch if equal (zero flag set)
bne   0x08002200       ; branch if not equal
blt   0x08002200       ; branch if less than


The call pattern. A function call looks like bl (branch with link) to an address. The return is bx lr or pop {pc}. When you want to find who calls a function, search for bl <address>. When you want to follow the call graph, trace each bl.



4.3 Finding the entry point

For a Cortex-M binary with a known load address, the vector table starts at that address. The first word is the initial stack pointer. The second word is the reset handler address (with bit 0 set to indicate Thumb mode; clear it to get the actual address).

For the ST-Link clone bootloader at 0x08000000:

import struct

with open("STLinkV2.J16.S4.bin", "rb") as f:
    data = f.read()

sp     = struct.unpack_from("<I", data, 0)[0]
reset  = struct.unpack_from("<I", data, 4)[0]

print(f"Initial SP:    0x{sp:08x}")
print(f"Reset handler: 0x{reset & ~1:08x}")


Output:

Initial SP:    0x20004000
Reset handler: 0x08000299

The reset handler at 0x08000299 is where execution begins. Load this binary into Ghidra with base address 0x08000000 and navigate to that address.



4.4 The ST-Link bootloader: five theories, one answer

I had a sealed Geehy APM32F103C8T6 ST-Link V2 clone, the cheap aluminium-tube kind, running Black Magic Probe firmware. The BMP firmware worked, but it only started when a host tool issued a jump command. Every plug-in left me sitting in the bootloader waiting.

J-Link OB conversions do not have this problem. Flash SEGGER’s firmware and it just comes up as a J-Link, every time, with no host-side nudge.

So I asked: what does J-Link OB have that BMP does not? And I started generating theories before I had any evidence. This is the wrong order of operations, and the theories proved it.

Theory 1: Stack pointer check. The bootloader checks whether the application’s initial stack pointer is a valid SRAM address, and BMP’s is not. Killed: BMP’s first word is 0x20001000, which is well within the STM32F103’s SRAM at 0x20000000–0x20005000. Any sane SP check would pass this.

Theory 2: Reset vector check. The vector table differs between the images. Killed: All three firmware images, genuine ST-Link, J-Link OB, and Black Magic Probe, base at 0x08004000 with valid Thumb reset vectors. Structurally identical.

Theory 3: Option byte marker. The converter writes a special value to the STM32 option bytes (0x1FFFF800) that the bootloader reads to decide whether to auto-run. Killed: Analysing the J-Link OB binary found no reference to 0x1FFFF800. No code to write or read option bytes.

Theory 4: Backup register flag. A value written to the BKP peripheral (0x40006C00) at conversion time, checked on boot. Killed: No reference to 0x40006C00 or the power domain peripheral (0x40007000) anywhere in the J-Link OB binary.

Theory 5: Per-vendor validity signature. A magic word at a fixed offset in the application region that the bootloader reads to confirm the image is valid. Killed: The disassembly (below).

At this point I had run out of theories that I could kill without reading the bootloader binary itself. So I read it.


4.4.1 What the disassembly actually said

Loading STLinkV2.J16.S4.bin into Ghidra and following cross-references to the jump-to-application function revealed exactly one caller. The calling code was inside the USB command handling loop:

; The only path to the application, inside the USB command loop
0x0800221c:  ldrb  r0, [r4]       ; load received USB command byte
0x0800221e:  cmp   r0, #7         ; is it command 7?
0x08002220:  bne   0x80021d4      ; no  → loop, stay in bootloader
0x08002222:  bl    0x8000f2e      ; yes → jump to 0x08004000


That is the entire decision. The bootloader waits in a USB command loop. It jumps to the application if and only if it receives command 7 over USB. There is no auto-run. There is no marker. There is no validity check of the application image at reset.

The reason J-Link OB “just works” is that the J-Link conversion tool sends command 7 during the conversion process and the device firmware then does its own USB enumeration without returning to the bootloader. The reason BMP needs stlink-tool is that BMP does not embed that self-jump; it expects the host to do it.

Neither is better or worse. They are different architectural choices. I had spent time producing five confident mechanisms before I looked at the code. The code answered the question in five instructions.

The lesson: generate hypotheses, but kill them with evidence, not with more hypotheses. The cheapest source of evidence is the binary itself.




4.5 Recognising peripheral accesses

When you see a load or store to an address like 0x40005504, that is a peripheral register access. The pattern is:

ldr   r1, =0x40005504   ; load the peripheral address as a constant
ldr   r0, [r1]          ; read the register
orr   r0, r0, #0x01     ; set bit 0
str   r0, [r1]          ; write back


Or more compact:

movw  r1, #0x5504
movt  r1, #0x4000
ldr   r0, [r1]


To understand what this code does, look up 0x40005504 in the target chip’s reference manual. For the nRF52840, the memory map chapter maps address ranges to peripherals. For the STM32F103, RM0008 does the same.



4.6 Hands-on: finding the NFCT peripheral in ChameleonUltra

Load the ChameleonUltra application ELF into Ghidra. The nRF52840 NFCT peripheral lives at 0x40005000. Search for references to this address range.

Ghidra → Search → Memory → 0x40005000

The results will show every point in the firmware that reads or writes the NFC peripheral. Navigate to a few of these and look at the surrounding context. You should be able to identify:


	The NFC field enable/disable sequence

	The REQA response setup

	The UID register writes



You are reading the same code that runs when you execute hf 14a scan. The binary is the authoritative truth of what the hardware does.



What you have now: a working disassembly methodology, a concrete example of evidence- driven analysis, and the ability to connect disassembly output to datasheet peripherals. Next: applying this methodology to a fully closed-source device where you have no source code and no documentation.





5 Closed-Source Device Teardown

The last chapter had source code available as a reference. This chapter does not. A closed-source device, no documentation in English, no GitHub repository. What you have is an installer executable, some promotional board photos, and the questions you want answered.

This is the more common situation in real hardware research. The methodology is the same as before: form hypotheses, kill them with evidence, follow what the binary actually says. But the starting position is harder and the dead ends are longer.

The subject is the PM3 SE Hub Mini: a Chinese-market device that claims to combine a Proxmark3 and a ChameleonMini RevH in a package the size of a thick credit card, with BLE control from a phone.


5.1 What we know before we start

A device like this reaches you through a chain of social media posts, Taobao listings, and WeChat seller groups. The information available is:


	A Windows installer downloaded from a link shared in a Telegram group

	Several promotional images of the board

	Screenshots of the companion Android and Windows apps

	No datasheet, no source code, no schematic



The question I wanted to answer was simple: what hardware is this actually running? The promotional material names Proxmark3 and ChameleonMini RevH, which are known open-source platforms. If the firmware is based on those platforms, the binary should contain their HAL symbols.



5.2 Cracking the installer

The Windows installer is a 7-zip self-extracting archive (SFX). You can identify this by running file on it:

file PM3_SE_Hub_Setup.exe
# PM3_SE_Hub_Setup.exe: PE32 executable (GUI) Intel 80386 Mono/.Net assembly


Or look at the first bytes with xxd:

xxd PM3_SE_Hub_Setup.exe | head -2
# 00000000: 4d5a ... MZ (PE header)


7-zip extracts SFX archives regardless of the .exe extension:

7z x PM3_SE_Hub_Setup.exe -o extracted/


The extracted tree:

ChameleonMiniRevH_GUI.exe          ← main GUI (x64)
ChameleonMiniRevH_GUI_x86.exe
client/
  proxmark3.exe                    ← Iceman PM3 client
  bootrom.elf                      ← AT91SAM7 bootrom
  fullimage.elf                    ← AT91SAM7 firmware
  Chameleon-Mini-Update.bin        ← STM32 firmware blob
  PM3_SE_Hub_BLE.dll               ← Windows BLE bridge
  PM3_SE_Hub_BLE_x86.dll
  resources/hardnested_tables/     ← 300+ bitflip LZ4 tables
setup.bat

Two observations immediately:


	The installer ships both ELF files for the PM3 side, not stripped stubs, full firmware including debug symbols. This is unusual and useful.

	The GUI executable is named ChameleonMiniRevH_GUI.exe. The BLE DLL is named PM3_SE_Hub_BLE.dll. Two different naming schemes, probably two different developers or development phases.





5.3 Reading the ELF files

An ELF file is not an executable in the Windows sense; it is a structured binary with section headers, symbol tables, and debug information. On Linux:

file client/bootrom.elf
# ELF 32-bit LSB executable, ARM, ...


Check the entry point and load address:

arm-none-eabi-objdump -f client/bootrom.elf


architecture: arm, flags 0x00000112
start address 0x00100000

Load address 0x00100000. This is the AT91SAM7S512’s internal flash base address. The AT91SAM7 is an Atmel (now Microchip) ARM7TDMI core, common in the original Proxmark3 hardware.

Now check the symbols:

arm-none-eabi-nm client/bootrom.elf | head -30


00100000 T reset_vector
...
AT91F_USB_SendZlp
AT91F_USB_SendData
AT91F_SPI_GetStatus

The symbol names are unstripped AT91 HAL functions. The AT91F_ prefix is Atmel’s hardware abstraction library naming convention, specific to the AT91SAM7 family. This is not a generic Cortex-M, this is code written for a specific 2003-era microcontroller.

Confirm with fullimage.elf:

arm-none-eabi-nm client/fullimage.elf | grep -c "AT91"


847

Eight hundred and forty-seven references to AT91 symbols. This is unambiguously AT91SAM7 firmware.



5.4 The board photo contradiction

The promotional board illustration shows two small QFN-packaged ICs side by side. The AT91SAM7S512 comes in a 64-pin LQFP package, a 10×10 mm square with gull-wing pins on all four sides. The Xilinx Spartan-II FPGA that the original Proxmark3 uses comes in a 100-pin TQFP, a 14×14 mm square with more gull-wing pins. Neither package is small. Neither is a QFN.

The fullimage.elf binary contains embedded Xilinx Spartan-II bitstreams; confirm with:

grep -a "XC2S" client/fullimage.elf
binwalk client/fullimage.elf


So the firmware expects AT91SAM7 + Spartan-II. The board photo shows two small QFNs. These descriptions are not compatible if the photo is accurate.


5.4.1 Three hypotheses, not killed

Unlike the ST-Link bootloader case, this contradiction cannot be fully resolved without a physical unit. Three explanations are consistent with the evidence:

Hypothesis A: The render is stylised marketing art. The actual board contains conventional LQFP packages that the promotional image replaced with clean-looking boxes. Chinese electronics promotional renders routinely bear no physical resemblance to the board they represent.

Hypothesis B: System-in-Package. The vendor used a custom MCM (multi-chip module) housing the AT91SAM7 die and FPGA fabric in a shared substrate under a single QFN shell. This is technically feasible and is used in Shenzhen contract manufacturing for high- density portable products.

Hypothesis C: Soft-core emulation. The device runs on a modern FPGA or SoC with an internal soft-core processor emulating the AT91SAM7 instruction set. The flash maps to 0x00100000 because the SoC is configured for AT91 binary compatibility.

All three remain consistent with the firmware evidence. Only physical decapsulation or X-ray would distinguish between them. This is a real limitation; the firmware analysis tells us what executes, not what silicon executes it.

The firmware analysis is the same regardless. The AT91SAM7 instruction set runs somewhere. The Spartan-II bitstream loads somewhere. The Iceman codebase operates as designed. Our job was to understand the software architecture; the physical substrate is a separate question.




5.5 Reading the STM32 blob

The Chameleon-Mini-Update.bin file is the ChameleonMini firmware. Unlike the ELF files, this is a raw binary with no symbols.

file Chameleon-Mini-Update.bin
# data
xxd Chameleon-Mini-Update.bin | head -4


Check the first eight bytes for the Cortex-M vector table:

import struct
with open("Chameleon-Mini-Update.bin", "rb") as f:
    sp    = struct.unpack("<I", f.read(4))[0]
    reset = struct.unpack("<I", f.read(4))[0]

print(f"SP:    0x{sp:08x}")
print(f"Reset: 0x{reset:08x}")


The companion app screenshots name the device “ProxMini” on Android and use a GUI called ChameleonMiniRevH_GUI.exe. The Chameleon-Mini-Update.bin matches the ChameleonMini RevH firmware. Cross-referencing against the public ChameleonMini source:

git clone https://github.com/emsec/ChameleonMini
# Compare symbol patterns, string literals, code structure


String extraction is often revealing:

strings Chameleon-Mini-Update.bin | grep -i "chameleon\|revh\|reve"




5.6 The hardnested tables

The resources/hardnested_tables/ directory contains over 300 .lz4 files. These are the precomputed lookup tables for the hardnested MIFARE Classic attack, one of the most computationally expensive attacks in the RFID toolbox. Distributing them with the installer means users do not have to wait for table generation. They are derived from the public Iceman PM3 codebase.

This confirms the MIFARE Classic attack chain is intact in this closed-source device. Chapter 10 covers hardnested in detail.



5.7 Hands-on: compare with ChameleonUltra

Open two terminals. In one, have the PM3 SE Hub Mini installer extracted (or the Iceman PM3 client from a known-good build). In the other, have the ChameleonUltra firmware ELF.

# Extract strings from both
strings client/fullimage.elf > pm3_strings.txt
strings ChameleonUltra.elf > cu_strings.txt

# Find strings unique to each, common to both
comm -23 <(sort pm3_strings.txt) <(sort cu_strings.txt) | head -20
comm -13 <(sort pm3_strings.txt) <(sort cu_strings.txt) | head -20


This exercise shows how two different firmware projects, one for AT91SAM7 and one for nRF52840, implement similar RFID functions differently. The protocol logic is similar; the hardware abstraction is completely different.



What you have now: a workflow for extracting and analysing firmware from a closed- source installer, a method for identifying the target hardware from binary evidence alone, and a framework for holding contradictions open until physical evidence resolves them. Next: a different kind of black-box protocol: USB, where you capture the traffic instead of the binary.





6 USB Protocol Archaeology

Firmware analysis tells you what a device does internally. USB capture tells you what it says out loud. Some devices are opaque at the binary level but completely legible on the wire: every command, every response, every error visible in a USB packet trace.

This chapter covers capturing USB traffic on Linux, reading URBs (USB Request Blocks), and reconstructing an undocumented protocol from first principles. The worked example is the ZD1211 wireless adapter firmware update protocol: four layers of Windows NDIS indirection, a brute-force scan across all 256 possible bRequest values, and a downgrade protection mechanism that turned a simple reverse-engineering exercise into a proper puzzle.


6.1 How USB works (the parts that matter)

USB is a host-directed protocol. The host (your laptop) initiates every transaction. The device responds. There is no device-initiated communication; the device can only reply to requests.

Endpoints are communication channels. Every USB device has at least endpoint 0 (the control endpoint) and may have additional bulk, interrupt, or isochronous endpoints. The ChameleonUltra uses endpoint 0 for enumeration and two bulk endpoints for the CDC serial data.

Transfers come in four types:


	Control: used for enumeration and device configuration. Bidirectional. Uses endpoint 0.

	Bulk: large data transfers with error correction. Used for mass storage, CDC serial. No guaranteed timing.

	Interrupt: small, periodic transfers with guaranteed latency. Used for keyboards, mice, HID devices.

	Isochronous: audio/video with guaranteed bandwidth but no error recovery.



A URB (USB Request Block) is the kernel’s internal representation of one USB transaction. When you capture USB traffic, you capture URBs; each one shows the endpoint, direction, data, and status.

Control transfers have a specific structure:

Setup packet (8 bytes):
  bmRequestType  1 byte  direction + type + recipient
  bRequest       1 byte  command code
  wValue         2 bytes parameter
  wIndex         2 bytes parameter
  wLength        2 bytes data length

Data stage (optional): wLength bytes
Status stage: zero-length packet

The bRequest field is the command. For standard requests (bmRequestType type = Standard), the values are defined by the spec, e.g. GET_DESCRIPTOR is 6. For vendor-defined requests (bmRequestType type = Vendor), the values are device-specific and usually undocumented.



6.2 Capturing with usbmon

Linux’s usbmon kernel module captures USB traffic at the host controller level: every URB that passes through the controller, regardless of driver.

# Load usbmon
sudo modprobe usbmon

# Find which bus your device is on
lsusb
# Bus 002 Device 005: ID 0bda:4746 Realtek Semiconductor ZD1211 802.11b/g USB Adapter

# Capture bus 2 to a file
sudo tcpdump -i usbmon2 -w zd1211.pcap

# Or capture with Wireshark
sudo wireshark -i usbmon2


In Wireshark, filter to your device by address:

usb.device_address == 5

To see only vendor control transfers:

usb.bmRequestType.type == 0x02 && usb.setup.bRequest



6.3 The ZD1211 case: four layers of indirection

The ZD1211B is a Realtek 802.11b/g USB Wi-Fi chip from the mid-2000s. The Allnet ALL0298 and ZyXEL AG-225H use it. The Windows driver update utility needed to flash firmware into the chip’s SPI NOR flash, but the update protocol was nowhere documented.

The chip has a USB vendor ID and product ID. The Windows NDIS driver sits on top of the USB driver. The firmware update utility talks to NDIS, which talks to the USB driver, which talks to the chip. Four layers, and documentation exists only for the NDIS API surface, not for what USB commands actually cross the wire.


6.3.1 Step 1: usbmon capture under Windows (via Wireshark and USBPcap)

The first step was capturing the traffic from the Windows utility itself. USBPcap is a Windows kernel-mode USB capture driver compatible with Wireshark:

Filter: usb.bmRequestType.type == 0x02

The capture showed a sequence of vendor control transfers during a firmware update. Each had a bRequest value, a wValue, a wIndex, and a data payload.



6.3.2 Step 2: identify the command structure

Grouping the captured URBs by bRequest value revealed five distinct commands used during a firmware update cycle:




	bRequest
	Direction
	Purpose (inferred)





	0x01
	OUT
	Write SPI data



	0x02
	IN
	Read SPI data



	0x05
	OUT
	Set SPI address



	0x06
	OUT
	Control SPI chip select



	0x0C
	IN
	Read firmware version





The wValue in the write command appeared to be a length. The wIndex appeared to be a register or mode selector. The data payload for writes was raw flash content.



6.3.3 Step 3: brute-force bRequest scan

Five commands account for the update flow, but what else does the chip respond to? A brute-force scan tries all 256 possible bRequest values and records which ones produce responses:

import usb.core
import time

dev = usb.core.find(idVendor=0x0bda, idProduct=0x4746)
if dev is None:
    raise ValueError("Device not found")

dev.set_configuration()

responses = {}
for req in range(256):
    try:
        result = dev.ctrl_transfer(
            bmRequestType=0xC0,   # Vendor, Device, IN
            bRequest=req,
            wValue=0,
            wIndex=0,
            data_or_wLength=64,
            timeout=100
        )
        if len(result) > 0:
            responses[req] = bytes(result)
            print(f"bRequest 0x{req:02x}: {result.hex()}")
    except usb.core.USBError:
        pass
    time.sleep(0.01)

print(f"\nResponding commands: {list(responses.keys())}")


This revealed two additional commands not used in the standard update flow, one that returned a chip identifier, one that appeared to trigger a soft reset.



6.3.4 Step 4: the downgrade protection twist

Reconstructing the update sequence from the capture and testing it: firmware writes, verify read, reset. Everything worked for updating to a newer firmware version. But attempting to downgrade (write an older firmware version) produced a USB error mid-write.

The chip’s firmware version check (command 0x0C) returned the current installed version. Comparing the outgoing write sequence for an upgrade vs a downgrade showed an additional control transfer before the write in the upgrade case, one that was absent in the downgrade. The chip’s bootloader rejected write sequences that did not include this token.

The token included the target firmware version number. The chip compared this to the installed version and rejected the write if the target was older. This is a standard anti-rollback mechanism, and it is entirely enforced in hardware (or at least in the chip’s ROM bootloader); defeating it would require modifying the ROM, which is not possible on this chip.

What this taught: the protocol is not just a data pipe. The chip is a participant with its own logic. Reversing the commands is only half the work; understanding the state machine that validates them is the other half.




6.4 Hands-on: capture ChameleonUltra’s own USB traffic

# Find CU on the bus
lsusb | grep -i chameleon
# Bus 001 Device 007: ID 16d0:09cc ...

# Capture
sudo tcpdump -i usbmon1 -w chameleon.pcap &

# Run some commands
python chameleon_cli_main.py
CU> hw version
CU> hf 14a scan
CU> ^C

# Stop capture
kill %1


Open chameleon.pcap in Wireshark. Filter to the device. Look at the bulk transfers on the CDC endpoints. Each Python CLI command results in a small OUT transfer (command) and an IN transfer (response). The framing is the ChameleonUltra protocol’s own command packet structure; you can see the command code, length, and payload in the raw bytes.

This exercise lets you see a protocol you already understand (from the Python client source) in its raw on-wire form. That makes it much easier to read captures of protocols you do not already understand.



What you have now: USB capture methodology, URB anatomy, the brute-force bRequest scan technique, and a real case study where protocol reconstruction led to discovering a downgrade protection mechanism. That closes the general-purpose toolkit. From here on it is pure RFID, from raw LF waveforms up to relay attacks.





Part III: RFID Protocol Attacks

Five chapters, stock ChameleonUltra firmware throughout, used exactly as it ships: LF protocols and modulation, the card families built on top of them, the HF stack and passive sniffing, MIFARE Classic’s crypto1 attacks, and relay and standalone operation. By the end of this part you can read, clone, sniff, attack, and relay essentially everything this book’s platform is designed to handle.




7 LF Protocols in Detail

Low-frequency RFID is the older, simpler, less-secure half of the world you are exploring. 125 kHz carrier, passive tags, short range, minimal computation. Most LF systems were designed in the 1990s when the threat model was “card falls out of pocket” rather than “attacker with a reader”.

This chapter covers the modulation schemes that encode data on the LF carrier and the line codes built on top of them. The next chapter catalogues the specific LF and HF tag families you will meet in the field, including a complete debugging journey building an EM4x05 reader from scratch.


7.1 The 125 kHz carrier

The reader generates a continuous 125 kHz sinusoidal magnetic field. A passive tag in this field has a coil tuned to 125 kHz; the coil picks up enough energy from the field to power the tag’s logic (typically a few milliwatts).

The tag communicates back by load modulation: it switches a resistive load across its coil, which changes the impedance seen by the reader’s coil. The reader detects this as small perturbations in the carrier amplitude or phase. The tag does not transmit actively; it disturbs the reader’s own field.

On the ChameleonUltra, the 125 kHz carrier is generated by the nRF52840’s PWM peripheral driving an antenna driver transistor connected to the LF coil. The nRF52840 itself runs at 16–64 MHz; the PWM is configured to produce a 50% duty cycle at 125 kHz.

# Start LF carrier
CU> lf carrier --on

# Read raw LF samples while holding a card against the antenna
CU> lf sniff --samples 2000




7.2 Modulation schemes

LF RFID uses three primary modulation families. The modulation scheme is fixed per protocol; knowing the protocol tells you how to demodulate. Each diagram below shows the same four-bit pattern (1 0 1 1) rendered in that scheme, so you can compare them directly.


7.2.1 ASK: Amplitude Shift Keying

The carrier amplitude changes between two levels to encode bits. The tag briefly dampens the carrier (pulls it toward zero) for a logic-0 bit and lets it ride for a logic-1, or vice versa. EM410x uses ASK.

bit:      1         0         1         1
carrier:  ┌──┐      ┌┐┌┐      ┌──┐      ┌──┐
          │  │      ││││      │  │      │  │
──────────┘  └──────┘└┘└──────┘  └──────┘  └──────
          full amplitude   damped    full       full



7.2.2 FSK: Frequency Shift Keying

Two carrier frequencies encode the two bit values. The tag switches between them. HID Prox uses bi-phase FSK.

bit:      1             0           1             1
carrier:  /\  /\  /\    /\/\/\/\    /\  /\  /\    /\  /\  /\
         /  \/  \/  \  /  |  |  \  /  \/  \/  \  /  \/  \/  \
         low frequency  high frequency  low frequency  low frequency



7.2.3 PSK: Phase Shift Keying

Phase transitions in the carrier encode bit boundaries. The carrier frequency stays constant but the phase flips at bit boundaries (PSK1) or only at data-1 transitions (PSK2). Indala uses PSK.

bit:       1          0          1          1
carrier:  /\/\/\/\   \/\/\/\/   /\/\/\/\   /\/\/\/\
          (phase A)  (phase B, flipped)  (phase A)  (phase A, no change: PSK2 only flips on 1s)




7.3 Manchester and Biphase encoding

Independent of the modulation (which operates on the carrier), the data itself is usually encoded with a line code that embeds clock information. You cannot separate the data clock from the data stream; the encoding ensures you can always find the bit boundaries.

Manchester encoding (used by EM410x and others): a logic-0 is a high-to-low transition in the middle of the bit period; a logic-1 is a low-to-high transition. Every bit has a transition in the middle, which lets the decoder synchronise to the bit clock even with no preamble.

bit period:   |----0----|----1----|----0----|
signal:       HHHH LLLL  LLLL HHHH  HHHH LLLL
                   ^transition at mid-bit, direction encodes the value

Biphase encoding: a transition at the start of each bit period, plus an additional transition mid-period for logic-1. Used by some HID variants.

bit period:   |----0----|----1----|
signal:       H....L....L....H....
              ^start-of-bit transition always present
                        ^extra mid-bit transition only for a logic-1

The ChameleonUltra’s lf sniff command captures raw field samples and can apply software Manchester decoding to recover bit values:

CU> lf sniff --decode manchester --samples 4000



What you have now: the physics of the LF carrier, and all three modulation families (ASK, FSK, PSK) plus the two common line codes laid out side by side. Next: a tour of the specific card families built on top of these schemes, LF and HF, and the complete story of building an EM4x05 reader from a blank gap-encoding library to a working implementation.





8 Card Types: LF and HF Tag Families

The previous chapter covered how data rides on a 125 kHz carrier. This chapter is the catalogue: the specific tag families, LF and HF, that you will actually encounter, what distinguishes them, and a complete worked example of reverse-engineering one of them from nothing but a datasheet and a working reference reader.


8.1 LF card families


8.1.1 EM410x: the ubiquitous read-only tag

The EM410x (EM4100, EM4102) family is the most common LF tag in the world. They are completely passive, have a 40-bit factory-programmed read-only ID, and broadcast continuously whenever they are in a field.

The protocol is trivially simple: 1. Tag powers up in the reader’s field 2. Tag sends a 64-bit frame: 9 header bits (111111111), then 40 data bits, then 14 parity bits 3. Tag repeats indefinitely

CU> lf em 410x read
[+] EM410x found
UID: 1122334455 (40 bits)

No authentication. No write capability. The only security is that the UID is in principle unique to the card. In practice, EM410x UIDs are cloneable in seconds with a $10 device. These cards are meaningless for access control, but they are everywhere in older systems.

To clone an EM410x tag into a ChameleonUltra slot:

CU> lf em 410x read
CU> slot change --slot 1 --type lf
CU> lf em 410x write --uid 1122334455 --slot 1



8.1.2 EM4x05: reader-talk-first

The EM4305 (and its variants EM4205, EM4469) is a more capable LF chip. It is writable, configurable and, crucially, reader-talk-first (RTF). An RTF tag does not broadcast continuously. It sits completely silent until a reader sends a specific gap-encoded command. No valid command means no response at all.

This design is intentional. It prevents passive sniffing of the tag’s identity by eavesdroppers. You must actively interrogate the tag to read it.


8.1.2.1 The EM4305 READ command

The reader sends a command by modulating the carrier field with gaps, brief interruptions (the field drops to zero). The gap duration and the field-on duration between gaps encode bit values.

The EM4305 READ command is a 9-bit value (1 start bit + 2 opcode bits + 5 address bits + 1 parity bit). It is sent as:


	A start gap: field off for 440 µs

	A settle period: field on for 104 µs (13 carrier cycles)

	Nine bits, each encoded as: field on for the bit duration, then a write gap



Bit timing (in carrier cycles at 125 kHz, so 1 Tc = 8 µs):




	Bit value
	Field-on duration





	Logic 1
	32 Tc = 256 µs



	Logic 0
	23 Tc = 184 µs





The write gap between bits: 16 Tc = 128 µs, but this value requires correction for antenna ringing (see below).

After the final gap, the field stays on. The tag responds approximately 3 carrier cycles after the last gap, sending 45 bits of Manchester-encoded data at 125 kHz.



8.1.2.2 Building lf_gap.c

The first task was a shared gap-encoding library that could send arbitrary bit sequences over the 125 kHz carrier. The library needed two operations: field_on() and field_off(), with timing controlled by the existing bsp_delay_us() function.

static inline void field_off(void) {
    nrfx_pwm_stop(&m_pwm, true);
    nrf_gpio_cfg_output(LF_ANT_DRIVER);
    nrf_gpio_pin_clear(LF_ANT_DRIVER);
}

static inline void field_on(void) {
    start_lf_125khz_radio();
}


Initial testing: lf em 4x05 read returned LF tag not found consistently.



8.1.2.3 Dead end 1: RTF was disabled

The first test tag had RTF disabled. It was in EM410x broadcast mode and ignoring all gap commands. A Proxmark3 confirmed: R.T.F. Reader talk first disabled. After writing a new config word via PM3 to enable RTF, the tag was ready.

Still LF tag not found on the ChameleonUltra.



8.1.2.4 Dead end 2: bit timing nearly 2× off

Checking the gap constants against Proxmark3’s armsrc/lfops.c:

// Our original value:
#define GAP_BIT1_TC  56    // 448 µs  WRONG

// PM3's proven value:
#define GAP_BIT1_TC  32    // 256 µs  correct


Fixed the timing. Still no tag found.



8.1.2.5 Dead end 3: timeslot too short

The nRF52840’s radio timeslot API allocates a fixed window of CPU time for radio operations. The timeslot was configured for 2000 µs. The full READ command sequence takes approximately 5552 µs. The timeslot expired mid-transmission; the tag received a truncated command and ignored it.

Increased to 6000 µs. Still no tag found.



8.1.2.6 Root cause 1: the PWM pin release bug

Using a Proxmark3 to sniff the field while the ChameleonUltra attempted a read: the PM3’s lf sniff showed 1500 samples of 0x80–0x82, a constant unmodulated carrier. No gaps were being sent at all.

The field was never dropping.

Tracing the field_off() implementation:

// Original implementation
static inline void field_off(void) {
    nrfx_pwm_stop(&m_pwm, true);
    // Problem: nrfx_pwm_stop() releases the pin to GPIO
    // but leaves it in whatever state the last PWM cycle ended.
    // With NRFX_PWM_PIN_INVERTED configured, pin stays HIGH.
    // The antenna driver stays enabled. The field never cuts.
}


The nRF52840 PWM peripheral, when stopped, releases LF_ANT_DRIVER to GPIO control but does not drive it to any defined state. With the inverted configuration used by ChameleonUltra’s LF driver, the pin was left high; the antenna driver stayed enabled.

Fix: after stopping PWM, explicitly drive the pin low:

static inline void field_off(void) {
    nrfx_pwm_stop(&m_pwm, true);
    nrf_gpio_cfg_output(LF_ANT_DRIVER);
    nrf_gpio_pin_clear(LF_ANT_DRIVER);   // field guaranteed OFF
}


After this fix, the PM3 sniff showed gaps in the carrier. The EM4305 still did not respond.



8.1.2.7 Root cause 2: antenna ringing

A 125 kHz antenna coil stores energy in its magnetic field. When the driver transistor cuts the field, the stored energy does not instantly disappear; it rings, oscillating at the resonant frequency of the coil-capacitor combination, decaying exponentially.

On a typical ChameleonUltra LF coil, this ringing lasts approximately 200 µs. The write gap was targeted at 128 µs. Since 128 µs < 200 µs of ringing, the field amplitude never reached the EM4305’s detection threshold during the gap. From the tag’s perspective, the field never actually dropped; there were no gaps, just a continuous carrier with small dips.

Fix: increase the write gap to 250 µs (128 µs target + ~122 µs ringing compensation):

static void send_em4305_bit(bool bit) {
    if (bit) {
        bsp_delay_us(256);   // bit 1: 32 Tc
    } else {
        bsp_delay_us(184);   // bit 0: 23 Tc
    }
    field_off();
    bsp_delay_us(250);       // write gap + ringing compensation
    field_on();
}


After this change, a logic analyser on the LF antenna showed clean gaps; the carrier reached zero, dwelling, then restarting. The EM4305 responded with its 45-bit data frame.

CU> lf em 4x05 read
[+] EM4305 found
Config: 0x00008040
UID: AABBCCDD



8.1.2.8 What the journey taught

Every stage had a clear failure mode and a clear diagnosis path. RTF disabled: check with a known-good reader before blaming your code. Timing off: cross-reference against a working implementation. Timeslot too short: measure the protocol duration and add margin. Field not dropping: capture the RF output with a second device. Ringing too long: increase the gap delay beyond the theoretical minimum.

Hardware bugs are not mysterious. They have physical causes, and those causes are measurable. The oscilloscope or a second reader with a sniff mode is always more reliable than reading the code again.




8.1.3 Other LF families you will see named

HID Prox uses bi-phase FSK (see the previous chapter) and a proprietary bit layout. Common in corporate building access in North America. AWID is a similar proprietary-format competitor to HID Prox. Indala uses PSK and predates both; still found in older installations. None of the three are open specifications; cloning them generally means capturing the raw bitstream and replaying it rather than decoding a documented field layout.




8.2 HF card families

HF tags share the ISO 14443-A activation sequence (covered in the next chapter) but differ sharply in what happens after SELECT. The SAK byte is your first clue to which family you are holding:









	SAK
	Family
	Security model





	0x08
	MIFARE Classic 1K
	crypto1 cipher, sector keys (Chapter 10)



	0x18
	MIFARE Classic 4K
	Same as 1K, more sectors



	0x00
	MIFARE Ultralight / NTAG
	No authentication, or simple password (NTAG 2xx)



	0x20
	ISO 14443-4 (DESFire, EMV)
	Full smart-card APDU stack, AES/3DES, real crypto





MIFARE Ultralight and NTAG trade security for simplicity and cost: a flat memory space, no sector structure, and either no access control at all or a lightweight password/ originality-signature scheme (NTAG 21x). They are what most disposable NFC stickers and simple loyalty cards use.

MIFARE DESFire and ISO 14443-4 payment cards run a genuine smart-card stack: file systems, AES or 3DES mutual authentication, and transaction counters. These are not practically attackable with a default-key or nested approach; the entire point of the ISO 14443-4 layer is to support real cryptography instead of crypto1’s weak LFSR.

ISO 15693 tags (vicinity cards, some library and asset-tracking tags) use a different activation sequence entirely, slower, longer range than ISO 14443-A, and are mentioned here mainly so you recognise the name; this book’s hands-on HF chapters focus on the far more common ISO 14443-A family.

Chapter 10 picks up MIFARE Classic specifically and goes deep: memory layout, the crypto1 cipher’s weaknesses, and three working attacks.



What you have now: a working catalogue of LF tag families (EM410x, EM4x05, HID Prox, AWID, Indala) including a full reader-implementation debugging story, and an HF card-family map keyed off the SAK byte. Next: the HF protocol stack itself, frame by frame, and passive sniffing between a real reader and a real card.





9 HF Protocols and Passive Sniffing

High-frequency RFID at 13.56 MHz is where most of the interesting protocol complexity lives. Unlike LF, HF protocols have proper anti-collision, layered protocol stacks, cryptographic authentication, and application data. The trade-off is complexity: there is more to understand, but also more to find.

This chapter covers the ISO 14443-A protocol stack from the physical layer up through authentication, and the ChameleonUltra’s passive sniff capability, a mode where the device listens to exchanges between a real reader and a real card without either party knowing.


9.1 The ISO 14443-A stack

ISO 14443-A defines a four-layer protocol used by MIFARE Classic, MIFARE Ultralight, NTAG, DESFire, and most of the contactless transit and access cards in the world.

Layer 1, Physical (RF): 13.56 MHz carrier, ASK-modulated at 100% (reader to tag) or load-modulated at ~8% (tag to reader). Bit rate 106 kbps.

Layer 2, Collision avoidance: the anticollision loop that allows multiple tags in the field to be addressed individually.

Layer 3, Activation: REQA / ATQA / SELECT / SAK sequence that activates one tag.

Layer 4, Transmission protocol (T=CL): optional, only for cards with SAK bit 5 set (SAK & 0x20 != 0). Defines APDU framing for smart card communication (DESFire, EMV payment cards).



9.2 The activation sequence, frame by frame

Understanding what a reader-to-card exchange looks like at the frame level is essential for reading sniff captures. Let’s walk through a complete activation:

REQA (Request Type A): 7 bits, 0x26. Sent by the reader to any tag in the field. The 7-bit length is intentional; it cannot be confused with normal data frames, which are byte-aligned.

ATQA (Answer To Request A): 16 bits, sent by the tag. Format:

bit 15-8:  upper byte
bit 7-6:   UID size (00 = 4 bytes, 01 = 7 bytes, 10 = 10 bytes)
bit 5:     0
bit 4-0:   lower nibble (bit field type)

For MIFARE Classic 1K: 0x0004 (4-byte UID, type A).

Anticollision loop: if multiple tags are present, the reader uses a tree-walking algorithm to isolate one UID without disturbing others. For a single tag, the exchange is:

Reader → [93 20]               ; SELECT cascade level 1, no UID bits known
Tag    → [UID0 UID1 UID2 UID3 BCC]  ; 4-byte UID + check byte
Reader → [93 70 UID0 UID1 UID2 UID3 BCC CRC1 CRC2]  ; SELECT with full UID
Tag    → [SAK CRC1 CRC2]       ; Select Acknowledge

SAK values you will see:




	SAK
	Card type





	0x08
	MIFARE Classic 1K



	0x18
	MIFARE Classic 4K



	0x00
	MIFARE Ultralight / NTAG



	0x20
	ISO 14443-4 compliant (DESFire, EMV)



	0x28
	MIFARE Classic 1K (some revisions)





After SELECT, the reader can communicate with the activated tag using protocol-specific commands.



9.3 Authentication in MIFARE Classic

For MIFARE Classic, the first command after activation is typically an authentication request for a sector. The MIFARE crypto1 authentication uses a three-pass challenge- response:

Reader → [60 block_addr CRC1 CRC2]  ; AUTH A (or 61 for Key B)
Tag    → [NT3 NT2 NT1 NT0]          ; 32-bit nonce from tag
Reader → [NR3 NR2 NR1 NR0 AR3 AR2 AR1 AR0]  ; reader nonce + response
Tag    → [AT3 AT2 AT1 AT0]          ; tag confirmation

NT is the tag nonce (random, generated fresh each authentication). NR is the reader nonce. AR is the reader’s response (a function of NT and the secret key). AT is the tag’s confirmation that the reader’s response was correct.

After AT, all subsequent communication is encrypted with the crypto1 stream cipher keyed to the sector key. Sniffing the wire after this point gives you ciphertext.

The authentication exchange above (NT, NR, AR, AT) is what mfkey32v2 uses to recover the sector key offline. Chapter 10 covers this.



9.4 Passive sniffing with ChameleonUltra

Passive sniffing places the ChameleonUltra physically between a reader and a card. The CU is not the reader or the card; it observes the exchange while the real reader talks to the real card.

This works because the CU’s NFCT peripheral can be configured in a passive monitoring mode: it synchronises to the 13.56 MHz carrier field, recovers the clock, and decodes frames without driving any signal of its own. Reader-to-card frames use 100% ASK (easy to detect). Card-to-reader frames use load modulation (~8% amplitude variation, much harder to detect, and not directly decodable by the CU hardware, which is why bidirectional sniffing requires a software reconstruction technique).


9.4.1 Running a sniff session

Position the ChameleonUltra antenna adjacent to a real reader. Tap the card against the reader as normal.

CU> hf 14a sniff --frames 200

After the session:

CU> hf 14a sniff --dump

Example output:

[→]  7 bits : 26                              ; REQA
[←] 16 bits : 04 00                           ; ATQA
[→] 16 bits : 93 20                           ; Anticollision
[←] 40 bits : A3 B7 2C 11 1D                 ; UID + BCC
[→] 56 bits : 93 70 A3 B7 2C 11 1D 6A 35     ; SELECT
[←] 24 bits : 08 B6 DD                        ; SAK
[→] 32 bits : 60 00 F5 7B                     ; AUTH A block 0
[←] 32 bits : 61 9A 37 9D                     ; NT (tag nonce)
[→] 64 bits : 3E 36 B6 83 B7 1D 7D AA         ; NR || AR
[←] 32 bits : 04 B4 26 98                     ; AT

The [→] prefix indicates reader-to-tag direction. [←] is tag-to-reader. The ChameleonUltra encodes direction in the high bit of each sample word and demultiplexes it during dump.



9.4.2 What you are seeing

That exchange is a MIFARE Classic sector 0 authentication. The reader sent AUTH A for block 0. The tag responded with nonce 619A379D. The reader sent NR || AR, its nonce concatenated with its authentication response (both encrypted with the sector 0 key A).

You cannot directly read the key from this. The encryption is symmetric; both sides know the key and use it to compute AR. But if you capture two authentication exchanges for the same block (different nonces each time), you can recover the key offline with mfkey32v2. This is the foundation of Chapter 10.



9.4.3 Hands-on: sniff your own card against a phone

Most Android phones with NFC can act as an ISO 14443-A reader. Enable NFC on your phone, open any NFC scanning app, and present a MIFARE Classic card to the back of the phone.

While doing this, hold the ChameleonUltra against the card (the antenna faces the same direction as the card’s coil, usually parallel to the card surface). Run the sniff.

You should capture a REQA/ATQA/SELECT/SAK sequence and, if the app attempts to read data, an AUTH exchange. The UID you capture will match what hf 14a scan returned for that card.




9.5 The hardware limit: load modulation

A note on what the ChameleonUltra cannot do. The NFCT peripheral handles reader-to-card (100% ASK) well; it is designed for this. Card-to-reader load modulation is a fundamentally different signal: the carrier amplitude changes by roughly 8% as the tag switches its load. The NFCT peripheral does not have a frontend designed to decode this signal while simultaneously being in passive observation mode.

What the CU can do is detect the timing of zero-crossings in the load modulation signal using the GPIO event system as a high-speed sampler, and then software-decode the resulting edge timestamps back to bits. This works for card-to-reader frames but with lower reliability than the hardware-decoded reader-to-card path.

This is why bidirectional sniffing ([→] and [←] in the output) requires the device to be very close to both the reader and the card; the load modulation signal is genuinely weak and attenuates quickly with distance.



What you have now: the complete ISO 14443-A frame sequence decoded, MIFARE Classic authentication exchange understood at the byte level, and the ChameleonUltra’s passive sniff capability working. The next chapter weaponises this: using the authentication exchange to recover the secret keys.





10 MIFARE Classic: The Classic Attack Surface

MIFARE Classic is the most-attacked contactless card standard in the world. It was designed in the 1990s, shipped in billions of cards, and then had its proprietary crypto1 cipher reverse-engineered in 2008. The attacks have been public for nearly two decades. And yet MIFARE Classic cards still protect building access in hospitals, university campuses, and corporate offices around the world.

This chapter covers the MIFARE Classic memory structure, the crypto1 cipher’s weaknesses, and three attack chains of increasing capability: default key attack, nested authentication attack, and hardnested attack. The ChameleonUltra implements all three.


10.1 Memory structure

A MIFARE Classic 1K card has 1024 bytes organised as 16 sectors of 4 blocks each. Block numbers run 0–63.

Blocks 0–2 in each sector: data blocks, 16 bytes of general-purpose storage.

Block 3 in each sector (trailer block): fixed format:

bytes 0–5:   Key A (6 bytes): write-only, never read
bytes 6–9:   Access bits (4 bytes): control read/write permissions per block
bytes 10–15: Key B (6 bytes): may be read-only or read/write depending on access bits

Block 0 in sector 0 is the manufacturer block. It contains the UID (bytes 0–3), the check byte (byte 4), and the ATQA and SAK values. On original MIFARE Classic cards this block is read-only from the hardware. On Chinese magic cards (“gen1”, “gen2”, “CUID”), it can be written.


10.1.1 Access bits

The 4-byte access bit field in the trailer encodes 3-bit permission codes for each of the 4 blocks in the sector. Each code specifies which key (A, B, neither, either) can perform which operation (read, write, decrement, increment, restore, transfer) on that block.

The default factory configuration (FF 07 80 69) gives Key A full access to all blocks and the trailer. This is what you find on freshly issued cards that have not been customised.




10.2 The crypto1 cipher

Crypto1 is a proprietary 48-bit LFSR (Linear Feedback Shift Register) stream cipher developed by NXP (then Philips) in the early 1990s. It was not published; the security relied on obscurity. In 2008, a team at Radboud University reverse-engineered the cipher from the hardware using a combination of probing, side-channel analysis, and algebraic reconstruction.

The cipher has two fundamental weaknesses:

1. The PRNG is weak. The tag nonce NT is generated by a simple LFSR that is seeded at power-on and advances with the carrier cycles. The PRNG state is predictable if you know the timing of the power-on and the authentication attempt. This is the basis of the “darkside” and “static nonce” attacks.

2. The authentication protocol leaks key material. In the three-pass exchange, the reader’s response AR is a function of NT, NR, and the sector key. Given two authentication exchanges for the same block (same key, different nonces), you can solve for the key using mfkey32. This requires no weakness in the cipher itself, just two observed authentications.



10.3 Attack 1: Default key scan

The simplest attack. Most cards leave some or all sectors with factory default keys.

CU> hf mf chk --key-file default_keys.txt

The default_keys.txt file includes the most common keys:

FFFFFFFFFFFF    (factory default)
A0A1A2A3A4A5   (MAD sector default Key A)
D3F7D3F7D3F7   (NDEF sectors default Key A)
000000000000
AABBCCDDEEFF

For each sector, the device attempts authentication with each key for both Key A and Key B. Successful authentications are reported with sector number and key value. Many real-world deployments leave sectors 1–15 on factory keys even when sector 0 has been customised.



10.4 Attack 2: Nested authentication (mfkey32)

Nested authentication exploits the fact that once you are authenticated to one sector, you can attempt authentication to another sector while already inside an encrypted session. The nested authentication exchange leaks information about the second sector’s key.

Prerequisite: you need one known key (even the factory default for one sector).

CU> hf mf nested --blk 0 --key FFFFFFFFFFFF --kt A --dump

The nested attack:


	Authenticate to sector 0 with the known key. You are now in an encrypted session.

	Issue a MIFARE_AUTH command targeting sector 1. The new authentication exchange happens inside the encrypted channel.

	Because the crypto1 state after the first authentication is predictable (the PRNG is weak), and the nested authentication uses the same crypto1 state, the tag nonce NT for the nested authentication is not fully random.

	With the nonce value and the authentication exchange data, mfkey32v2 can recover the sector 1 key.



This attack needs 2–4 authentication exchanges per sector to reliably recover the key. On a 16-sector card, recovering all unknown keys from one known key takes the ChameleonUltra a few seconds.



10.5 Attack 3: Hardnested attack

When a card uses a hardened PRNG that does not exhibit the predictable nonce weakness, nested authentication fails. The hardnested attack (from Iceman’s Proxmark3 fork) works against these cards using a much larger set of precomputed tables.

The attack collects 256 or more authentication exchanges and uses the partial key information in each to constrain the key space. The 300+ LZ4-compressed lookup tables (which you also saw in the PM3 SE Hub Mini installer in Chapter 5) are indexed by the partial information to reduce the search space.

CU> hf mf hardnested --blk 0 --key FFFFFFFFFFFF --kt A --tblk 4 --tkt A

This is slower, taking 5–60 seconds depending on the card’s nonce generation, but it recovers keys from cards resistant to the standard nested attack.



10.6 Autopwn: sector-by-sector key recovery

The autopwn command combines all three attacks in a single workflow:

CU> hf mf autopwn

Process: 1. Scan the card. Identify UID, ATQA, SAK, PRNG type. 2. Attempt default key authentication against all sectors. 3. For any sector with a known key, use nested authentication against unknown sectors. 4. Fall back to hardnested for any sector resistant to nested. 5. Report recovered keys and optionally dump all sectors.

On a typical deployment card, autopwn recovers all 16 sector keys in 10–30 seconds.



10.7 PRNG type detection

The ChameleonUltra can detect which PRNG type a card uses before attempting attacks:

CU> hf mf prng

Results: - STATIC: tag always returns the same nonce. Vulnerable to trivial key recovery. - WEAK: tag uses the classic LFSR PRNG. Vulnerable to standard nested attack. - HARD: tag uses a hardened PRNG. Requires hardnested attack.

Most MIFARE Classic cards in the wild are WEAK. Chinese clones and some older Philips production runs are STATIC. Cards specifically hardened against attacks (some transit operators have reissued cards) may be HARD.



10.8 A real-world case: Rejsekort

The Danish transit card (Rejsekort) is a MIFARE Classic 4K, and reading it properly, not just dumping bytes, turned into one of the longer reverse-engineering efforts in this book. Autopwn gets you the raw sectors in under a minute. Turning those sectors into a balance, a check-in state, and a journey history took considerably longer, and almost all of that time went into one wrong assumption that had to be found and killed before anything else made sense.


10.8.1 The keys are not the hard part

Rejsekort’s older cards (newer ones are migrating to DESFire EV2, which this attack does not touch) use MIFARE Classic 4K with crypto1, the same cipher broken in 2008. The sector keys are not secret in any meaningful sense, they are baked into every official Rejsekort reader and into at least one Android app (Rejsekort Scanner by BangBits) that reads balance and history straight off the card. They are not published in a tidy list anywhere, but they do not need to be cracked either: they can be pulled straight out of that app’s APK with apktool or jadx, which is a very different task from a hardnested attack. A handful of keys recurred consistently across every card tested: FC00018778F7, 0297927C0F77, and 722BFCC5375F among them, mapped to specific sectors rather than applied uniformly. Once you have that map for one card, every other Rejsekort reads with the same targeted key dictionary; you never need autopwn again.



10.8.2 The wrong turn: field offsets that were correct and useless

With keys in hand and sectors readable, the next problem was the data format itself: RKF (the Rejsekort Format), a dense, bit-packed record layout with no public specification. The reference implementation, the open-source mchro/RejsekortReader Python project, gave a starting point for which sectors held which record types. Decoding the actual fields inside those sectors, balance, check-in timestamps, journey history, meant reverse-engineering the record layouts from scratch against the official Android app’s decompiled bytecode.

The first pass at this produced field offsets that compiled, ran, and extracted something that looked plausible, numbers in roughly the right range for a balance, timestamps that parsed into roughly the right years, and were wrong. Every single one. The balance was off by what looked like noise rather than a clean unit error, which is the most misleading kind of wrong: a value out by a factor of 100 tells you immediately you have an øre/kroner mixup; a value that is merely plausible-looking garbage gives you nothing to anchor a fix to.



10.8.3 Root cause: Java bit-reverses every byte before parsing anything

The actual cause was found by disassembling the official app’s dex bytecode directly rather than inferring behaviour from its output. The app’s own card-parsing routine calls x(sector, true), and that boolean is not a formatting flag, it is an instruction to bit-reverse every byte of the sector before any field extraction happens. Every bit offset documented anywhere, including in the reference parser, is relative to this reversed representation, not to the bytes as they come off the card.

This is the kind of bug that cannot be found by staring at your own offset math, because the offset math was internally consistent; it was consistent with the wrong byte order. The fix was a single function, bitRevByte(), inserted into the hex-to-bits conversion path ahead of every other parsing step. Once every byte was reversed before field extraction, fields that had been producing garbage started producing numbers that matched what the physical card actually showed.



10.8.4 What the record types actually hold

With bit order fixed, the RKF layout resolved into four record types, each pinned down against the disassembled app logic rather than guessed from the data alone:

TCCI (card info): sector 0, block 1. Carries the card’s expiry date and a status enum. A status of UNUSED_DISABLED with a future expiry date reads as “valid” in the official app’s own display logic, not as disabled; the enum name is misleading taken alone.

TCEL (check-in/check-out events): sectors 3–7. The densest record, with bit-level fields rather than byte-aligned ones: date at bits 8–21, hours at 33–37, minutes at 27–32, seconds at 22–26 (stored at half resolution, multiply by 2), event type at bits 83–88, AID (the operator/zone identifier) at bits 39–50, location at bits 51–64. The event-type enum is its own small reverse-engineering result: CHECKIN=27, CHECKOUT=28, CHECK=29, INITIATION=22, RECHARGE_MANUAL=8, RECHARGE_AUTO=31, RECHARGE_CHANGE=55. A card’s current “checked in” state is derived, not stored directly: it is whichever is the most recent check-in event that has no matching check-out event after it.

TCST (journey/trip records): mainly in sector 9 and sectors 11–12. Timestamps here are not Unix time or BCD, they are minutes elapsed since 2000-01-01, a detail that only became obvious once a known real-world check-in time was used to work the encoding backwards. Trip records duplicate across sectors as a card fills up; deduplication keys on the start timestamp, keeping whichever copy has its completion flag set.

TCCP (card identity): sector 13, block 0. The printed card number is a 34-bit field, formatted by the official app as the fixed prefix 308430, the serial padded to nine digits, and a trailing Luhn check digit, matching the number printed on the physical card exactly.

Balance lives in sector 9, block 2, at bit offset 16, as a signed 24-bit integer, in øre (Danish cents), not kroner. Decoding it as unsigned, or forgetting the øre scaling, is exactly the kind of error that produces a plausible-but-wrong number, which is why this field was one of the last things confirmed correct: it needed cross-checking against a card whose actual balance was known from the official app, not just a number that looked reasonable in isolation.



10.8.5 Practical lessons from building a reader around this

A few findings from turning this into a working reader on real hardware, independent of the RKF format itself:


	Read queue size matters. An oversized sequence of authenticate-then-read commands queued back-to-back caused scans to fail outright on real hardware; the working reader trims the queue to exactly the eighteen blocks actually needed (the TCEL sectors, the TCCI block, the balance block, and the TCCP block), not every sector that happens to hold Rejsekort data.

	Never abort a queue on the first block error. An early version treated any single authentication or read failure as fatal for the whole scan. Real cards occasionally fail one read in an otherwise-successful pass; the reader needed to record that one failure and continue, not discard everything collected so far.

	Derive state, don’t trust a single field. Both “is this card currently checked in” and “which operator issued this journey” are computed from relationships between records (most recent unmatched check-in; AID looked up against a small operator table), not read from one authoritative flag anywhere on the card.





10.8.6 The bigger picture

The sector key distribution and the RKF layout are both consistent across Rejsekort cards; this is not a one-off quirk of a single test card. This is a documented and actively researched topic in the Danish security community, and Rejsekort itself is aware of it. The underlying issue is MIFARE Classic, and it cannot be fixed by patching software: fixing it means replacing every card and every reader in a national transit system, which is why cards issued a decade after crypto1 was broken were, until recently, still shipping on the same hardware.




10.9 Loading a full dump

After recovering all sector keys and reading all data:

CU> hf mf dump --file card_dump.bin

Load the dump into a ChameleonUltra emulation slot:

CU> hf mf eload --file card_dump.bin --slot 2

The ChameleonUltra will now emulate the complete card, including responding to authentication with the correct keys for every sector. A reader sees no difference from the original card.



What you have now: MIFARE Classic memory structure, crypto1 weakness taxonomy, three attack chains (default key, nested, hardnested), autopwn workflow, and a real-world case study. Next: taking the ChameleonUltra offline, relay attacks over BLE and host-less standalone operation.





11 Relay and Standalone Attacks

Everything so far has required a connected host: a laptop running the Python client, USB plugged in or BLE paired. This is fine for a workbench. It is inconvenient in the field, and obvious to anyone watching.

This chapter covers two modes that remove the host from the picture entirely. The first is a BLE relay between two ChameleonUltra devices, one acting as the card, one as the reader, and the RF transaction happens at whatever distance separates them. The second is standalone mode: the device operates by itself, storing results in flash, with physical buttons as the only interface.

Both require firmware work. This is also the chapter that shows how real firmware bugs, found during actual hardware testing, get diagnosed and fixed.


11.1 Relay attacks: the concept

A relay attack defeats proximity-based access control by extending the effective range of a contactless transaction. The card is not physically present at the reader, but the reader cannot tell the difference because the relay faithfully forwards every bit in both directions.

The setup requires two devices:


	The proxy (near the reader): presents as a card, receives reader commands, forwards them over a communication channel to the mole.

	The mole (near the card): receives forwarded commands, sends them to the real card, forwards the responses back.



The communication channel between proxy and mole needs to be faster than the ISO 14443-A timeout between frames (approximately 86 ms). BLE with low-latency connection parameters can achieve round-trip times of 10–20 ms, which is well within this budget.

The ChameleonUltra BLE relay uses a publish/subscribe pattern: one device advertises as “relay-host”, the other connects as “relay-client”. Commands flow host → client, responses flow client → host.


11.1.1 Starting a BLE relay session

On the device near the reader (the proxy):

python chameleon_cli_main.py
CU> relay start --role host --channel 1
[*] Waiting for client connection...


On the device near the real card (the mole):

python chameleon_cli_main.py
CU> relay start --role client --channel 1
[*] Connected to host.


Once connected, place the proxy near a reader and the mole near the real card. The reader initiates a transaction. The proxy forwards the REQA to the mole. The mole presents it to the card. The card responds with ATQA. The mole forwards ATQA back. The proxy presents it to the reader. And so on through SELECT, AUTH, and all subsequent frames.

From the reader’s perspective, it is talking directly to the card.




11.2 RESCAN_REQ and field power management

One non-obvious requirement in the relay implementation is field power management. When the relay session is idle (no active transaction), the mole should not keep the 13.56 MHz field powered continuously; doing so drains the battery and can interfere with nearby cards.

The RESCAN_REQ command tells the mole to briefly power the reader field, scan for a card, and report whether one is present. If found, the relay session activates. If not, the mole backs off and tries again after an interval.

This turns an always-on relay into an event-driven one: the proxy signals the mole when a reader transaction begins, the mole wakes up, confirms the card is present, and the relay proceeds. Between transactions, both devices are in low-power mode.



11.3 Standalone mode: design goals

Standalone mode serves a different use case: you want the ChameleonUltra to perform an operation autonomously, capturing authentication data, emulating a card, or cycling through slots, without needing a host connected.

The design requirements were:


	No interference with existing button functions (slot cycle, UID clone)

	Configurable from the host before deployment, results retrievable after

	FDS (Flash Data Storage) persistence: configuration and results survive power cycles

	LED feedback as the only output channel in the field

	A pluggable architecture so new modes can be added without touching the framework




11.3.1 Chord gestures

The existing button handling uses single-button presses and holds. To add standalone mode control without conflicting, a new input channel was needed: chord gestures, both buttons pressed simultaneously.

Single-button presses never produce this. The framework owns the chord, and existing code never sees it. Duration classifies the intent:




	Chord duration
	Action





	< 1 second
	Primary action (trigger)



	1–5 seconds
	Arm / disarm toggle



	> 5 seconds
	Destructive action (clear)







11.3.2 The chord detector bug

First hardware test: armed status stayed DISARMED regardless of how the buttons were held.

The cause was in timer_button_event_handle. The GPIOTE driver shares one debounce timer between both buttons. Every edge event restarts it. When both buttons are pressed within the 50 ms debounce window, the first event’s pending timer is overwritten by the second. Only the second button’s press flag is set. The chord condition, both flags simultaneously true, is never reached.

This is a pre-existing latent bug in the ChameleonUltra button handler. No upstream feature ever exercised simultaneous press, so nobody had found it. The fix: on every timer fire, sample the other button’s GPIO state and synthesise the missing transition if the hardware shows it pressed but the software flag disagrees.

static void timer_button_event_handle(void *p_context) {
    uint8_t btn = (uint8_t)(uintptr_t)p_context;

    // ... existing per-button handling ...

    // Chord detection: check the other button's GPIO state
    uint8_t other = (btn == BUTTON_A) ? BUTTON_B : BUTTON_A;
    if (nrf_gpio_pin_read(button_pin[other]) == 0) {
        // Other button is physically held but flag may be stale
        if (!button_state[other]) {
            button_state[other] = true;  // synthesise missing event
        }
    }

    if (button_state[BUTTON_A] && button_state[BUTTON_B]) {
        chord_detected = true;
        chord_start_time = app_timer_cnt_get();
    }
}




11.3.3 FDS write crash

After fixing chord detection, configuring the standalone mode via CLI:

CU> standalone config authtrace --block 0 --key-type A --key FFFFFFFFFFFF --timeout 30000

Device reset. USB serial gone. Reconnect, same result.

The standalone status command (read-only) worked. The standalone set-mode command (small 4-byte write) worked. The standalone config command (16-byte config blob write) crashed.

fds_write_sync requires 4-byte-aligned data. Pass it an unaligned pointer and it returns FDS_ERR_UNALIGNED_ADDR, which hits APP_ERROR_CHECK, which hard-faults and resets.

First fix attempt: __attribute__((aligned(4))) on a stack-local buffer. This is what the Nordic documentation suggests. It looked correct. It was not reliable at runtime; the attribute does not guarantee alignment when the buffer is inside a function whose stack frame has already been arranged by the compiler.

Correct fix: a file-static uint32_t[] buffer in BSS. The linker guarantees word alignment for BSS. memcpy the payload before calling fds_write_sync.

static uint32_t m_cfg_save_buf[(STANDALONE_CONFIG_MAX_BYTES + 3) / 4];

void standalone_save_config(const void *cfg, size_t cfg_len) {
    memset(m_cfg_save_buf, 0, sizeof(m_cfg_save_buf));
    memcpy(m_cfg_save_buf, cfg, cfg_len);
    fds_write_sync(STANDALONE_FILE_ID, STANDALONE_KEY_CFG,
                   cfg_len, m_cfg_save_buf);
}


This pattern is used throughout the existing settings.c; look at any non-trivial FDS write in the codebase and you will see the same static buffer idiom.



11.3.4 Idle state reset in armed mode

After fixing FDS, arming the device and standing idle for 20 seconds produced a USB disconnect and reset.

The authtrace mode called reader_mode_enter in on_enter and left the antenna powered while armed. Continuous active reader mode, antenna powered with NFCT in reader state, interferes with BLE and USB processing in ways that cause an eventual reset. The rest of the CU firmware assumes reader mode is transient: on for one command, off immediately after.

Fix: power the antenna only during an active capture session.

static void run_session(void) {
    acquire_reader_mode();         // switch device mode
    hf_field_power_on();           // antenna ON
    result = hf14a_auth_trace_run(g_cfg.block, g_cfg.key_type, g_cfg.key);
    hf_field_power_off();          // antenna OFF immediately
    release_reader_mode();         // return to emulation mode
    store_session_result(&result);
}


Between captures, the device is in tag emulation mode with the field off, its normal idle state. This eliminates the USB/BLE interference.




11.4 AuthTrace: the complete workflow

Configure the standalone mode before going to the field:

CU> standalone set-mode authtrace
CU> standalone config authtrace --block 0 --key-type A --key FFFFFFFFFFFF --timeout 30000

In the field, no connected host:


	Short chord press to trigger a capture session

	CU powers up as reader, authenticates against the real card, captures NT/NR/AR/AT

	LED feedback: green flash on success, red on failure

	Result stored in FDS (up to 8 sessions)

	Disarm with 1–5 second chord hold when done



Back at the bench, retrieve results:

CU> standalone results dump authtrace

=== session #0  status=ok ===
  -->  [  7 bits]  26
  <--  [ 16 bits]  04 00
  <--  [ 40 bits]  a3 b7 2c 11 1d
  ...
  <--  [ 32 bits]  61 9a 37 9d        (NT)
  -->  [ 64 bits]  3e 36 b6 83 b7 1d 7d aa  (NR || AR)
  <--  [ 32 bits]  04 b4 26 98        (AT)

=== session #1  status=ok ===
  ...
  <--  [ 32 bits]  0f 97 c1 48        (NT)
  -->  [ 64 bits]  e7 6a 1d 21 3e 34 bf d6  (NR || AR)
  <--  [ 32 bits]  9a e6 b2 0b        (AT)

Feed two sessions for the same block to mfkey32v2:

mfkey32v2 a3b72c11 619a379d 3e36b683 b71d7daa 0f97c148 e76a1d21 3e34bfd6


Key recovered. The complete workflow: configure at bench, capture in field, recover key at bench. No host connection required during the field phase.



What you have now: relay attack architecture, BLE relay implementation, standalone mode framework with three real firmware bugs found and fixed, and the complete AuthTrace key capture workflow. Everything up to here used these devices exactly as they ship. What comes next is what happens once that stops being enough.





Part IV: Extending the Tools Yourself

Everything so far used these devices as shipped. This part is about what happens once that stops being enough: an independent ChameleonUltra fork built for daily firmware iteration, a battery and wireless module reverse-engineered onto the Proxmark5, and, furthest from where this book started, a full packet-analysis tool ported to a Linux phone. Three different platforms, the same underlying method. The book closes with how to put work like this back into the hands of the people who will build on it next.




12 The Phreakbyte Fork: UF2, Standalone Modes, and GDB Over NFC

Everything so far has used the stock RfidResearchGroup ChameleonUltra firmware. This chapter is about what happens when you stop treating a device’s firmware as something you flash occasionally and start treating it as something you iterate on daily, hourly even, and the tooling that forces on you once you do.

Phreakbyte is my own independent fork of the ChameleonUltra firmware, detached from the RRG fork network with Iceman’s approval. It tracks a different set of priorities: faster flashing, host-less operation, and protocol-level debugging tools that do not exist upstream. None of this is a criticism of RRG’s firmware, which is the right default for almost everyone; it is what happens when one specific workflow, build, flash, test, repeat, dozens of times a day, gets optimised past the point a general-purpose fork can justify.


12.1 Why the stock bootloader had to go

The stock ChameleonUltra ships with Nordic’s Secure DFU bootloader. Every firmware update means nrfutil, a signed DFU package, and a driver handshake that behaves differently depending on host OS. For occasional updates this is fine. For a build-flash-test loop run fifty times in an afternoon, it is the single biggest source of friction in the entire workflow.

Phreakbyte replaces it with a composite bootloader: UF2 mass storage plus CDC serial DFU, at the stock flash address. The bootloader is a strict superset of stock behaviour, so signed Nordic DFU packages still install through it with the usual tools; nothing about compatibility is lost, only a faster path is added on top.

# Flashing a new firmware build, Phreakbyte bootloader
cp phreakbyte-app.uf2 /media/CHAMELEON/
# Device reboots into the new application. Done.

Three supporting pieces make this workflow complete rather than merely convenient:

bl_updater. Updates the bootloader itself from the running application, with no SWD probe. This matters because a bootloader bug is otherwise a bricking risk; without this, recovering from one means reaching for a debug probe every single fork tester would need to own.

Multi-image DFU. Combined images (SoftDevice plus application, or a full three-region image) flash in a single pass instead of several separate DFU transactions.

Revert-to-stock. A single UF2 drag-and-drop restores the signed Nordic bootloader exactly as it shipped, documented in RECOVERY_BUILD.md. This exists specifically so that trying the fork is reversible. If something goes wrong, or you simply want the device back on RRG firmware, you are never more than one file copy away from stock.


12.1.1 The bootloader recovery saga: when the fast path breaks itself

Replacing a bootloader is the one operation where “just flash it again” is not available as a fallback, because a broken bootloader is what you use to flash things. Early in this work, a unit in the field reported VerificationFailed when accepting a new UF2 bootloader build over Secure DFU, while the exact same DFU package installed cleanly on a different, “fresher” unit.

The dead ends, in order:

Theory 1: corrupted DFU package. Rebuilt and re-signed the package from scratch. Identical failure. Ruled out.

Theory 2: SoftDevice version mismatch. The bootloader’s init packet declares a minimum SoftDevice version; a unit running an older SoftDevice should fail differently (a version check error, not a signature verification error). The error code pointed specifically at signature verification, not version compatibility. Wrong layer entirely.

Theory 3: wrong signing key. Checked that both units were being sent packages signed with the same private key as their embedded public key. They were. Ruled out.

It took close to fifteen separate attempts, each one a plausible theory killed by a diff, before the actual cause surfaced: comparing a full flash dump of the failing unit against a known-good control image byte for byte showed a difference in the UICR ACL (Access Control List) region, not the bootloader image itself. One unit had its flash access-control configured in a way that silently write-locked a region the new bootloader needed to update during the verification step; the write appeared to the Secure DFU process as a corrupted write-back, which it reported as signature failure, because that is the error path Nordic’s bootloader uses for “the thing I just wrote does not read back as what I wrote.”

The fix that actually mattered was not a bootloader change at all: it was recognising that VerificationFailed on Nordic’s stack is a generic failure bucket, and that the only reliable way to find the real cause is a byte-for-byte diff against a unit where the operation succeeds. No amount of re-reading the DFU code would have found an ACL configuration difference between two physical units; only the diff did.

Once this was understood, a second recovery path was added for exactly this situation: hw bl push. The running application stages a new bootloader image in flash, verifies its CRC32 and vector table itself, then calls sd_mbr_command(SD_MBR_COMMAND_COPY_BL) to install it directly, bypassing Secure DFU’s verification path entirely. This worked on the unit that had failed Secure DFU, and, unexpectedly, also worked on a much older test unit that had no CDC serial port exposed at all; because hw bl push runs over the application’s own transport, not the bootloader’s, it does not need the thing it is trying to replace to be working correctly in the first place.




12.2 BLE latency: the test that lied, and the fix that worked

The stock Python CLI only speaks USB serial and TCP. Phreakbyte adds a native, cross-platform BLE transport, a pyserial-shaped shim over bleak (WinRT on Windows, BlueZ on Linux, CoreBluetooth on macOS), so hw connect -p ble works the same way hw connect always has, just over the air. That transport is also what every other BLE-dependent feature in this chapter, the GDB gateway, the standalone web console, relay, rides on top of, so when it was slow, everything built on it was slow.

And it was slow: hw status over BLE, a trivial single round-trip, was taking 287.9 ms. Not “BLE is inherently this slow”, actual request/response commands over a BLE connection routinely run in tens of milliseconds, so 288 ms for one status query meant something was badly wrong, not just unoptimised.


12.2.1 The obvious lever, pulled, and nothing happened

The first suspect was the connection interval, the spacing between BLE connection events, since every command and response has to ride one. The firmware’s requested range was widened from 20–75 ms down to 7.5–30 ms, a real change that should have cut worst-case latency several times over if the connection interval were the bottleneck.

The result: 287.9 ms before, 296.8 ms after. No improvement, within measurement noise if anything slightly worse. That is not a disappointing result, it is a diagnostic one: if tightening the connection interval by more than 2x produces zero change in round-trip time, the connection interval was never where the latency lived. Continuing to tune BLE radio parameters past this point, 2M PHY, event length, MTU, would have been tuning a dial that was not connected to the problem.



12.2.2 Finding where the 288 ms actually was

With the radio parameters ruled out, two real candidates remained: the host-side BLE stack adding fixed latency per transaction, or the firmware not sending its response promptly. A read of the host client found one genuine but small contributor, send_cmd_sync waited for a response by polling a dictionary every 10 ms in a while loop rather than waking on an event, worth roughly 10 ms of jitter, not 280.

The real cause was a parameter nobody had been looking at because it is not a radio parameter in the usual sense: FIRST_CONN_PARAMS_UPDATE_DELAY. Nordic’s SoftDevice does not request its preferred (fast) connection interval the instant a central connects; it waits a configurable delay first, on stock settings, five seconds, running at whatever slower interval the central’s own initial connection used in the meantime. Every latency measurement taken shortly after connecting, which is exactly when a quick hw status check happens, was being measured during that five-second window, before the fast interval this chapter’s earlier tuning had requested ever took effect. The connection interval change had been correct all along; it just never got a chance to run.

The fix was one constant: FIRST_CONN_PARAMS_UPDATE_DELAY dropped from 5000 ms to 100 ms, so the fast interval is requested almost immediately after connecting instead of five seconds later. Measured before and after on the same hardware, same command, same physical setup: 287.9 ms to 62.9 ms, a genuine, repeatable 4.6x improvement, confirmed with hw status itself reporting the negotiated connection interval so the number could be checked rather than assumed.



12.2.3 Knowing where to stop

63 ms for a request/response command over BLE is close to the physical floor for the pattern, roughly two connection events (one to deliver the command, one to carry the response) plus the host’s own polling granularity. Further levers existed, the 10 ms host poll could become an event-driven wait, the interval could be pushed from 30 ms toward 15 ms at the cost of battery life, the firmware’s main-loop response handling could be restructured to reply from the BLE event itself rather than the next sleepy main-loop tick, but each one trades real cost (power, firmware risk, host complexity) for a shrinking return once the dominant bottleneck is already gone. The 4.6x fix was the one with no downside at all; the rest is firmly in diminishing-returns territory, which is exactly why none of them shipped.




12.3 Standalone modes: operating with no host at all

Nothing in the stock firmware lets the ChameleonUltra run a capture with no connected host. Phreakbyte adds a pluggable mode framework, standalone_mode_iface_t, with command IDs in the 7000–7010 range, letting the device arm a mode, run it entirely on its own power and buttons, and have you collect the results later over USB or BLE.









	ID
	Mode
	Notes





	0x01
	autoclone
	writes tag and slot; needs explicit host opt-in



	0x02
	read_replay
	clones a scanned card straight into the active slot



	0x03
	authtrace
	CU as reader, logs auth exchanges; Ultra only



	0x04
	slot_cycle
	cycles emulation slots on a button press



	0x05
	dict_check
	tests a built-in key dictionary against every sector



	0x06
	emul_trace
	CU as card, traces a reader’s auth attempts



	0x07
	relay
	two-CU BLE relay; Ultra only



	0x08
	hf14a_tap_sniff
	passive tap sniff; Ultra only



	0x09
	nfc_canary
	bait card, alerts when a reader field probes it





Modes are opt-in at build time (standalone_modes.mk or an environment variable per mode, e.g. STANDALONE_AUTOCLONE=1 ./build.sh), which keeps the default build lean and keeps any mode with safety implications, autoclone and read_replay write cards and slots without asking twice, out of a build unless you explicitly asked for it.

A companion web page, built on Web Bluetooth rather than the Python CLI, exposes this entire command surface from a phone or a laptop with nothing installed: standalone mode control, slot and device management, HF14A/MIFARE Classic operations, LF read/write/ emulate, and a terminal that mirrors the desktop CLI’s own command grammar.


[image: The Phreakbyte web console: standalone modes, device and slot management, and HF/LF command surfaces, all over Web Bluetooth with no installed client.]
The Phreakbyte web console: standalone modes, device and slot management, and HF/LF command surfaces, all over Web Bluetooth with no installed client.


12.3.1 nfc_canary: a field detector, and why it cannot be upstreamed as-is

nfc_canary is a port of antitree’s nfc_canary Flipper application: the device sits inert until a reader’s field touches it, then raises an alert. On the nRF52840 this uses the NFCT peripheral’s FIELD_DETECTED event directly, no polling, as the trigger, and the same response-suppression flag from passive sniffing (Chapter 9) to stay silent rather than answering the reader that woke it.

The alert itself is where this mode becomes fork-only rather than something RRG main could simply absorb. RRG’s host protocol (chameleon_com.py) is strict request/response: the host asks, the device answers, and any unsolicited frame from the device is dropped with “no task wait process.” A canary that only reports when polled defeats the entire point of a canary, so Phreakbyte adds a genuinely new wire behaviour: CANARY_EVENT (7010), a device-initiated BLE notification sent the moment a field is detected, with no host request preceding it. This is a real protocol-model change, not just a new command, which is exactly why it stays fork-only: upstreaming it would mean every existing host-side client needs to learn to expect frames it never asked for.




12.4 DESFire: from convincing fingerprint to full EV3 credentials

MIFARE DESFire is the smart-card side of ISO 14443-4, introduced in Chapter 9: real file systems, AES/3DES mutual authentication, no crypto1-style weakness to exploit. Upstream ChameleonUltra’s ISO 14443-4 transport layer was already solid from the EMV emulation work, I/R/S block handling, chaining, CID, WTX, and retransmit logic. The DESFire application layer sitting on top of it was not. Building it out became one of the larger single threads in Phreakbyte, in three distinct tiers.


12.4.1 Tier one: fingerprint, then single-shot commands

The tag type registry already reserved an ID range for the DESFire family, so the first tier was cheap: register a tag that answers with the right ATQA (04 00), SAK (20), an NXP-shaped UID, and a correct ATS. That alone is enough to pass as a DESFire card to a reader that only checks the activation sequence. A static response table then handles single-shot commands, GetApplicationIDs, SelectApplication, GetKeySettings, GetKeyVersion, and a small AF-chain counter answers GetVersion’s three-frame chained response.

The useful discovery at this tier: every DESFire variant, D40, EV1 (2K/4K/8K), EV2, EV3, and DESFire Light, differs from the others only in the hw_major and hw_storage bytes of that GetVersion response. Identification-tier emulation is therefore not variant-specific work done five times; it is one mechanism with a byte table. EV1 4K was chosen as the factory default specifically because it is the least likely to provoke an originality-signature check from an older reader, a sharper probe (EV2 or EV3) can draw scrutiny a plain EV1 usually does not.



12.4.2 Tier two: full EV2/EV3 credential emulation

The second tier went from “looks right” to “behaves right”: full DESFire Credential (DFC) v6 support, the format covering everything a modern access-control credential actually carries, card static signature, PICC EV2 capabilities, proximity check, virtual card, DAM keys, application key sets and capability data, file SDM (the tap-to-URL mechanism some NFC tags use), and file Transaction MAC. The firmware’s C implementation and the host CLI’s Python codec (chameleon_dfc.py) were kept byte-for-byte identical, verified by round-tripping real, C-library-generated fixtures through both and diffing the result.

Porting that codec surfaced two genuine pre-existing bugs that had simply never been exercised, because earlier guard code always fired first and short-circuited the paths that would have hit them: the PICC container’s field order had EV2_CAPS declared before KEYS/FILES instead of after DAM, and the application container required APP_KEY_SETS to come after APP_FILES, not in place of APP_KEYS. Neither is a guess-and-check fix; the DER decoder’s strict ascending-tag-order check would reject a real-world credential outright with the old ordering, which is exactly the kind of bug that only shows up once you feed the system a credential complex enough to need every field, not the minimal fixtures that had been enough to exercise it so far.

Two upstream security-hardening commits (constant-time MAC comparison, SDM overflow-safe bounds checks, CMAC error-propagation fixes) were pulled in from the dfc-core library this codec is built on, along with a new hf des divkey command implementing NXP’s AN10922 AES-128 key diversification scheme, verified against NXP’s own published test vector and then round-tripped end to end on real hardware: diversify a key, load the resulting credential onto a ChameleonUltra emulation slot (eload), and confirm with readerauth/auth-trace that a reader authenticating against the emulated card derives the correct session key, full mutual-auth crypto, not just a correctly-encoded file.



12.4.3 Tier three: relay, and a wall that is physics, not a bug

relay (mode 0x07 in the standalone table) extends to DESFire and EMV traffic as well as MIFARE Classic: two ChameleonUltra units, one presenting as the card to a real reader, one presenting as a reader to a real card, relaying the ISO 14443-4 exchange between them over BLE5 connectionless extended advertising.

Getting single-command exchanges relaying reliably took real engineering: the nRF52840’s NFCT peripheral has a hard ~77 ms FRAMEDELAYMAX ceiling, well under the round-trip time of a BLE hop in each direction, so the fix was proper ISO 14443-4 WTX choreography, the moment an I-block arrives, send S(WTX) immediately from interrupt context to buy time with the reader, and transmit the real relayed response the moment it is ready and an WTX acknowledgement arrives to carry it.

Multi-round DESFire AES mutual authentication exposed a limit that no amount of firmware engineering fixes, because it is not a bug: the relay has two independent ISO 14443-4 timing domains. WTX extends the reader-to-CARD-unit side indefinitely. It cannot touch the READER-unit-to-real-card side, because there the real card is the PICC, and its own frame-waiting time, roughly 77 ms from its own ATS, is the real card’s patience, not something the relay controls. If the relay’s round-trip between authentication rounds exceeds that window, the real card times out and silently drops the session before round two’s command ever arrives.

The diagnosis was unambiguous once tested directly: a live, non-relayed authentication attempt against the same card returns 91AE (an explicit bad-key response) at the equivalent frame, proof the card does answer round two under normal conditions. Over the relay, the same point in the exchange gets silence, the session had already ended on the real card’s side. The honest conclusion: multi-round AES authentication may not be reliably relayable over a connectionless BLE link for a card with this tight an FWT, full stop, not “needs more tuning.” Single-command operations, GetVersion, reads from free-access files, relay without this problem, since they never span two rounds. MIFARE Classic crypto1 authentication has the same wall for a different reason: its ~5 ms authentication window is simply narrower than BLE’s round-trip latency can ever be, regardless of WTX; UID-only MIFARE Classic readers, which never attempt authentication, relay without issue.



12.4.4 What “DESFire attacks” honestly means on this hardware

Worth stating plainly, because it is easy to oversell: there is no cryptographic key-recovery attack against DESFire on this or any similar hardware. Crypto1’s weak PRNG has no analogue in DES/3DES/AES mutual authentication with proper random nonces, and nothing here has side-channel or power-analysis capability. What the fork adds on the reader side is reconnaissance, not a crypto break: hf des bruteaid issues SelectApplication across the AID space to find applications a card does not advertise through GetApplicationIDs, and a from-scratch ECDSA secp224r1 originality-signature verifier checks the card’s NXP signature against NXP’s published public keys to tell genuine silicon from a clone or magic card (a random-UID card can legitimately fail this check too, since the signature covers the real UID, which a random-UID card does not present). Both of these were ported into the Sailfish companion app as well, along with a fix for a real misidentification bug there: the app had been reading the wrong byte of GetVersion (hw_subtype, always 0x01 for every variant) instead of hw_major, so every EV2 and EV3 card was misreported as EV1.




12.5 Reading a payment card: EMV and the field-loss problem

Contactless payment cards (EMV, running over the same ISO 14443-4 T=CL layer as DESFire) are a different reading target entirely: the goal is not credential files, it is the Track 2 equivalent data, card number and expiry, that the card hands a terminal before a transaction is even authorised. Getting a complete read working exposed a real architectural bug in how the fork talked to cards, not a protocol mystery.


12.5.1 Dead end: the field dies between APDUs

The first emv scan implementation did what seemed natural: issue SELECT PPSE, read the response over USB, issue SELECT AID based on it, read that response, issue GPO, and so on, one firmware call and one USB round-trip per APDU. It worked for some cards and failed unpredictably on others, PPSE succeeding, then SELECT AID returning nothing, or GPO returning nothing even though the card was still sitting on the antenna.

The cause was not the EMV protocol at all. The nRF52840’s USB peripheral and its NFCT (NFC) peripheral share interrupt priority on this chip, and the NFCT handler, which has to service the field in real time to keep a passive card powered, can starve USB processing during the gap between one host round-trip finishing and the next command arriving. Enough of a gap, and the card loses field power and resets mid-session; the next APDU then arrives at a card that has forgotten everything before it.

The fix was architectural, not a timing tweak: a single new firmware command, cmd_processor_hf14a_4_emv_scan, that does the entire sequence, field on, select with RATS, PPSE, SELECT AID, GPO, every READ RECORD, inside one firmware call with no return to the host in between. The host gets back one packed response: tag info, then every APDU/response pair the scan collected. There is no USB gap for the field to die in because there is no USB traffic at all until the whole exchange is finished.



12.5.2 Dead end: a zeroed PDOL looks like no terminal at all

With the single-call architecture working, Visa cards read cleanly. Mastercard cards stalled at GET PROCESSING OPTIONS (GPO). The GPO command carries PDOL data, terminal capability fields the card asked for in its own FCI, and the first implementation filled that data with zeros when the actual PDOL contents could not be parsed (common when a card’s FCI response itself arrives truncated).

A zeroed PDOL is not a neutral, minimal answer. The first four bytes of a typical PDOL are the TTQ (Terminal Transaction Qualifiers, tag 9F66), and TTQ = 00000000 does not mean “minimal terminal”, it means “this terminal supports nothing at all”, no MSD, no EMV contactless mode, nothing. Mastercard cards read that honestly and refuse to proceed; Visa cards, observed empirically, tolerate it. The fix was a plausible terminal profile instead of silence: TTQ = A0 00 00 00, MSD and EMV contactless both supported, offline only, no DDA/CDA, the lowest-friction profile a real point-of-sale terminal would plausibly present, with the rest of the PDOL filled with reasonable placeholder values (country code, currency, a dummy date) rather than zeros. Paired with a retry ladder across the PDOL lengths actually seen in the wild, the FCI-declared length first, then the common 4-byte TTQ-only and 29- and 33-byte Mastercard variants, GPO started succeeding across card brands rather than only the one that happened to tolerate silence.



12.5.3 What this does and does not expose

Worth being precise about what a successful read like this actually demonstrates. A contactless EMV card will hand a terminal its PAN and expiry, the Track 2 equivalent data, and various read-only metadata, in response to GPO and READ RECORD with no PIN, no cryptographic challenge, and no proof the “terminal” asking is a real point-of-sale device, because that data is not the security boundary. The security boundary is the transaction cryptogram, generated per-transaction from a card-held key the reader never sees, which is what an issuer actually checks before approving a payment. Reading Track 2 data off a card you are holding demonstrates exactly how little gates that specific data, which is itself the point worth understanding, not a way to make an unauthorised charge; nothing in this reading path produces a usable transaction cryptogram, and nothing here should be pointed at a card that is not yours or that you do not have explicit permission to test.




12.6 GDB over NFC hardware: a monitor without a debug probe

The standalone framework’s most unusual mode is a GDB gateway: the ChameleonUltra presents itself as a GDB remote-serial-protocol target over USB CDC (and, later, BLE), giving you memory reads, flash access, breakpoints, and watchpoints on the running firmware with no SWD probe at all. The debug transport rides over the same interface you already use to talk to the device.

This sounds like it should be impossible, you are debugging the thing that is also running the debug stub, but the nRF52840’s Cortex-M4F has a Flash Patch and Breakpoint (FPB) unit built in, up to six hardware breakpoint comparators, memory-mapped and programmable from software with no external debug access needed at all. Setting one and hitting it raises a DebugMonitor exception; the gateway’s handler catches that exception and blocks there, genuinely halted, not polling, not simulating, until told to continue. continue resumes and blocks until the next breakpoint fires, exactly like a hardware probe’s halt-mode debugging, just driven by an exception handler instead of SWD’s external halt request. What it buys you that SWD cannot is the transport: debugging over BLE, at range, without ever opening the case or attaching a probe. For firmware bugs that only reproduce in the field, held against a real reader at a real door, that is a real advantage, not just a convenience. The same gateway was ported to the Proxmark5, covered in the next chapter, because the same transport argument applies there too: USB CDC is already present, a debug probe is not.

The gateway is reachable from the same web console, as a gdb command group in its terminal tab:


[image: The hw gdb command group as seen from the web console’s terminal: arm/disarm, breakpoints, memory read/write, and raw RSP passthrough, all without a debug probe.]
The hw gdb command group as seen from the web console’s terminal: arm/disarm, breakpoints, memory read/write, and raw RSP passthrough, all without a debug probe.

A live session looks like an ordinary GDB remote-serial-protocol exchange, register dumps and a Thumb-2 disassembly pulled straight from the running device over the air:


[image: A live hw gdb session: register state and a live Thumb-2 disassembly at the current PC, read back over BLE with no SWD probe attached.]
A live hw gdb session: register state and a live Thumb-2 disassembly at the current PC, read back over BLE with no SWD probe attached.



12.7 Rewriting FIDO over NFC: the CTAP1-to-CTAP2 dead end

The most extensive single feature built on this fork was a FIDO authenticator, letting the ChameleonUltra act as a hardware security key over NFC. The first working version implemented U2F (CTAP1): register and authenticate commands, ECDSA signatures, the whole classic U2F exchange. It worked, against a U2F-aware test harness, on the first real attempt.

It did not work against an actual phone. Both Android and iOS WebAuthn implementations require CTAP2, not CTAP1, for an NFC security key; CTAP1 support in browsers has been deprecated out from under NFC specifically, even though some USB security keys still answer to it. The fix was not a patch, it was a rewrite: CTAP2’s GetInfo, MakeCredential, and GetAssertion commands, CBOR encoding instead of raw binary structures, and the ISO-DEP layer-4 chaining needed because CTAP2-over-NFC responses routinely exceed one APDU frame. Scope was deliberately narrowed for a first pass: non-resident credentials, up-only user presence (no biometric or PIN verification), “none” attestation. The harder path, resident passkeys with clientPIN, was left for later, and U2F was kept as a fallback for anything that still only speaks CTAP1.

Even with CTAP2 implemented, iOS specifically refused the key at the activation layer, long before any CTAP2 command was exchanged. The dead ends here were all about matching what a real hardware key’s ISO 14443-4 activation looks like at the byte level, not about FIDO logic at all:

Dead end: assuming ATS content didn’t matter. The Answer To Select (ATS), sent after SAK during ISO 14443-4 activation, carries protocol parameters (TA1, TB1, TC1) that a strict reader implementation checks before proceeding. The first CTAP2 build sent a minimal, technically-valid ATS. iOS rejected activation outright.

Diagnosis: sniff a real key. A Proxmark3 captured the full ISO 14443-4 activation sequence from a real YubiKey against the same phone. Comparing ATS bytes field by field found the actual mismatch: TB1 (frame waiting time and start-up frame guard time) and SFGI (start-up frame guard time index) did not match what the YubiKey presented. iOS’s NFC stack was using those specific timing parameters as an implicit compatibility signal, a real security key behaves like a smart card with particular timing characteristics, and an ATS that was spec-valid but timing-generic read as suspicious.

Fix. Matched TB1 and SFGI to the values sniffed from the real key. Activation succeeded on iOS immediately afterward, and the CTAP2 exchange that followed worked without further changes; the entire blocker had been one layer below where the FIDO logic ran.

This is the same lesson as the EM4305 debugging story in Chapter 8: when a protocol implementation that looks spec-correct still fails against one specific real-world implementation, the fastest path to the actual cause is capturing a known-good exchange and diffing byte for byte against it, not re-reading your own code for the tenth time.



12.8 A persistent debug log, and the bugs writing it exposed

One late addition deserves mention because it is the feature that surfaced several other bugs just by existing: a flash-backed ring buffer debug log (firmware/common/logring.h), shared between the application and the bootloader, exposed as a plain LOG.TXT file on the UF2 mass-storage drive, no serial console required to read it.

Building it surfaced three real bugs that had nothing to do with logging:


	First-power RAM wipe destroyed in-RAM log state before it could be flushed, fixed with an explicit no-init RAM section for the log buffer.

	FDS (flash data storage) wait loops with no watchdog feed and no timeout, which caused silent watchdog resets during standalone-mode persistence, the kind of bug that looks like a random reboot until you have a log surviving the reboot to tell you where execution actually was.

	BLE log flooding, where hex-dumping BLE traffic for the log fed the log itself back into the BLE traffic it was logging, a feedback loop fixed by capping log verbosity on the BLE and peer-manager subsystems specifically.



None of these would have been found by code review. They were found because adding observability to a system is often how you discover the system was already broken in ways that silent failure had been hiding.



What you have now: the UF2 bootloader architecture and its recovery tooling, the standalone-mode framework and its nine modes, a GDB gateway that works with no debug probe, the CTAP1-to-CTAP2 FIDO rewrite and its ATS-timing dead end, and a debug log that paid for itself by exposing three unrelated bugs. Next: the same philosophy applied to a very different piece of hardware, the Proxmark5’s Battery Wireless Module.





13 Proxmark5 and the Battery Wireless Module

The ChameleonUltra has been this book’s platform throughout, but the methodology transfers directly to other hardware, and the Proxmark5’s Battery Wireless Module is a useful contrast: a different MCU family, a different radio chip, and a debugging story that starts with a “dead” board and ends somewhere far more mundane than firmware.

The Proxmark5 (PM5) runs an AT32F435/437, an ARM Cortex-M4F at 288 MHz, with a GOWIN GW1N-UV4 FPGA doing the analogue-adjacent signal processing, the same architectural split as earlier Proxmark generations. The Battery Wireless Module (BWM) is a separate board that plugs onto the PM5: an ESP32-C2 (ESP8684) handling BLE and WiFi, an AW32001 Li-ion charger IC, a BQ27427 fuel gauge, and a 500 mAh cell. The BWM’s firmware (RfidResearchGroup/Proxmark5_BWM_esp32) is a separate ESP-IDF v5.5 project from the PM5’s own ARM firmware; getting the two talking to each other usefully is most of what this chapter covers.


13.1 Building the ESP-IDF project

idf.py set-target esp32c2
idf.py build


This matches the project’s own CI workflow exactly. The output is a firmware binary, proxmark5_ble_wifi_module.bin. One environment wrinkle is worth noting: ESP-IDF’s Python tooling pulled in Python 3.14, which on one Arch Linux machine required a glibc version the system did not have. A full pacman -Syu resolved it; a half-upgrade would not have, since the mismatch was between Python’s own binary and the system’s C library, not anything in the ESP-IDF package set.

Flashing a bare BWM board (not seated in a PM5) uses its 5-pin production UART header: BOOT, RXD, TXD, 3V3, GND.

esptool.py --before no_reset --after no_reset write_flash @flash_args


--before no_reset --after no_reset matters here: the default reset behaviour toggles DTR/RTS lines that, on a board without the usual auto-reset circuit tied to a USB-serial adapter, may not put the ESP32 into the bootloader at all. The production header gives you BOOT and the chip’s own reset pin directly; let esptool leave them alone and the host’s own boot-mode strapping (holding BOOT during power-up) does the work instead.



13.2 The “dead” board: a complete diagnostic elimination

A BWM unit stopped responding entirely, no BLE advertisement, nothing on the production UART. The working assumption going in was firmware or hardware damage, reasonable given it had last been flashed in a slightly unusual configuration. What followed was a clean, textbook elimination, worth walking through because every step ruled out exactly one hypothesis with a measurement, not a guess.

Eliminated: a short on the module. A USB power meter on the direct-USB connection showed healthy, expected current draw (0.306 A). The same meter on the module’s own supply path showed 0.248 A, in the same range, not the near-zero or runaway current you would expect from a dead-short or a blown regulator.

Eliminated: firmware corruption. The module was fully erased (esptool.py erase_flash) and behaviour was identical before and after, no BLE advertisement either way. If firmware state were the cause, erasing it should have changed something.

Eliminated: a build mismatch. The build matched the CI workflow byte for byte, same target, same IDF version, same flags.

Eliminated: a PM5-side configuration issue. The only setting touched in Makefile.platform.sample was PLATFORM=PM5, confirmed correct for the branch in use.

With firmware, build, and board-level shorts all ruled out by direct measurement, the actual cause turned out to be outside the diagnostic entirely: the cell, a VXE 502540 3.7 V 500 mAh pack, had been left seated and deeply discharged. A Li-ion cell discharged far enough will not accept charge current or power a load reliably, and some charger ICs (the AW32001 included) will refuse to even attempt a recovery charge below a minimum voltage threshold, treating a sufficiently dead cell as a fault rather than something to charge. Charging the cell off-board restored it; seated back in the module, the board booted and advertised over BLE as “Proxmark5” with no firmware changes of any kind.

The lesson generalises past this one board: when every firmware- and board-level hypothesis has been ruled out by a direct measurement, and the measurements keep coming back “normal, not clearly broken,” the fault is often in a layer you stopped treating as a variable. A battery is not usually where you look first in a firmware debugging session. It should have been the second thing checked here, not the fifth.



13.3 Reverse-engineering the ESP-to-ARM link

Getting the PM5’s ARM firmware and the BWM’s ESP firmware to cooperate meant first understanding how they already talk to each other, which was not documented anywhere usable. The physical link is UART4 on the AT32 (PA0/PA1, 460800 baud, 8N1). What rides over it is a framed protocol internally called app_com: headers 0x7C/0xC7 for host-issued commands, 0xD2/0xD3 for device-initiated broadcasts, a CRC-16/CCITT-FALSE checksum, and, critically, regular PM3 client traffic tunnelled inside it as specific command numbers (5000 outbound, 8089 inbound) rather than being passed through as raw PacketCommandNG frames the way USB does.

That last detail was the one that mattered most. The natural assumption, “this is just the normal PM3 wire protocol over a different transport”, is wrong, and acting on it would mean building a driver that parses frames correctly at the UART level while silently dropping or misinterpreting every payload, because the payload itself is wrapped one layer deeper than USB’s. The fix was an ARM-side UART4 driver plus a framing shim (WITH_BWM_FORWARD) that unwraps app_com before handing PM3 traffic up to the existing command-processing path. One build-flag trap here: the shim had to be gated independently of WITH_FPC_USART_HOST, an existing AT91-only flag. Enabling that flag on PM5 by mistake breaks USB enumeration entirely, because it assumes a UART topology specific to the older AT91 platform that does not exist on AT32.



13.4 Getting a client to talk BLE to the module

With the wire protocol understood, three separate paths were built for the desktop client to reach the BWM over BLE, each solving a different platform constraint:

pm5_ble_bridge.py, a cross-platform bleak-based bridge presenting the BLE link as a PTY or a TCP socket, so the existing client just connects to a local serial device or socket as if the BWM were wired. This needed a --connect (Windows) versus --relay (WSL) split specifically to cross the WSL2 NAT boundary outbound-only; WSL2 cannot see the host’s Bluetooth radio directly, so the bridge has to run on the Windows side and relay inbound to the Linux side, not the reverse.

A native ble: transport in the PM3 client itself, Linux only: a raw L2CAP/ATT socket on CID 4, no bleak, no BlueZ daemon dependency beyond the kernel stack, discovering the BWM’s SPP characteristic (16-bit UUID 0xAE88, service 0xAE86) directly and subscribing via its CCCD. Usage is pm3 -p ble:<MAC>. This is the path with the fewest moving parts, at the cost of only working on Linux.

Runtime baud negotiation, added later and merged upstream, because the fixed 460800 boot baud on UART4 is the shared bottleneck for both BLE and WiFi traffic through the same link. The ESP and ARM negotiate a higher baud after link-up via an app_com command, and the ARM side’s UART4 driver was rewritten from a per-byte interrupt handler (which dropped bytes under load) to circular-DMA reception to actually sustain the higher rate reliably.

Along the way, a client-side crash surfaced that had nothing to do with BLE directly: the client’s capabilities negotiation assumed a nonzero baud rate and divided by it; the BWM transport legitimately reports baud differently, and a zero made it through, producing a SIGFPE. Fixed by reporting the BWM’s actual baud through the same capabilities path the rest of the client already reads.



13.5 WiFi, flow control, and where this is still going

WiFi support followed the same request/response shape as the BLE link: hw bwmwifi brings up STA mode, connects, and auto-starts a TCP server from the ESP side once it has an IP; --stop tears it down with an explicit action byte in the protocol rather than inferring “stop” from an empty SSID, a design RRG’s maintainer specifically asked for during review, since inferring intent from absence of data is exactly the kind of implicit contract that breaks quietly later.

Bulk transfer flow control over both BLE and WiFi uses an ack-window scheme (BWM_FC_WINDOW=4) riding the acknowledgement the ESP already sends per forwarded frame, rather than a new credit-grant protocol that would have needed ESP firmware changes on top of the ARM side. Blocking on a full window, with a safety valve for a disconnected ESP, was enough to stop the ARM side from overrunning the wireless link on larger transfers.

Two features that started as open work are done: an mDNS responder (proxmark5.local) so the module is reachable on networks that do not register DHCP client hostnames, such as most Android hotspots, and the GDB gateway standalone mode from Chapter 12, ported to the PM5 over its own USB CDC link. What remains open: lifting the current one-connection-at-a-time limit so BLE and WiFi clients can both be attached simultaneously.



What you have now: the PM5/BWM hardware split, a complete diagnostic elimination that ended in a dead battery rather than a software bug, the reverse-engineered app_com framing protocol, three different approaches to BLE connectivity each solving a different platform limitation, and the flow-control design behind WiFi bulk transfer. Next: a change of hardware entirely, porting a full packet-analysis tool to a Linux phone.





14 SailShark: Porting Wireshark to a Phone

The previous two chapters covered extending dedicated RFID hardware. This one is about a different kind of signal entirely, network traffic, and a different kind of host: not a microcontroller but a full Linux phone, Sailfish OS running on a handset, with a general-purpose packet capture and analysis tool built to run natively on it.

SailShark is a native Sailfish OS port of Wireshark: package sailshark, binary harbour-wireshark, a Qt 5.6 Silica QML frontend backed by the real tshark/libwireshark engine, not a reimplementation. The point was never “a Wireshark-like app.” It was Wireshark itself, with a touch-friendly interface wrapped around it, running on hardware most people assume can only consume network traffic, never inspect it.


14.1 Getting it built at all: packaging on OBS

Sailfish OS applications are built and distributed through the Open Build Service (OBS), and the first real obstacle was not code, it was dependency resolution across build targets. SailShark built cleanly on a personal OBS project but failed on chum:testing, the community repository with stricter, more minimal dependency sets.

The fixes were small individually but required actually reading what each dependency was for, not just satisfying the build:


	libopus0 was declared in the wrong package-reference format and was unnecessary outright: Wireshark’s Opus codec support has no purpose on a mobile capture tool, so the fix was removing the dependency entirely and passing -DENABLE_OPUS=OFF to disable the feature at the cmake level, rather than chasing down a correctly-formatted dependency for code the app didn’t need.

	pkgconfig(gpg-error) was redundant: it resolves transitively through libgcrypt’s own pkg-config file, so declaring it explicitly just added a constraint with no purpose.

	The license field needed converting from the informal GPLv2+ to the SPDX form GPL-2.0-or-later that chum’s tooling expects.



Once the dependency list reflected what the build actually needed, SailShark built across every Sailfish OS target version from 3.4.0.24 through 5.0, and across aarch64, armv7hl, and i486. The oldest target, with Qt 5.6.3 and an older compiler, was the one genuine risk, not because of Qt API differences, but because of C++14/17 compatibility in the toolchain itself; it built successfully in the end.



14.2 The interface traffic a packet capture tool can’t normally see

Capturing WiFi and Bluetooth traffic on the phone’s own interfaces works the way it would on any Linux box: tshark opens the interface, libpcap hands back frames. Mobile data did not. The cellular data interface, seth_lte0, is ARPHRD_RAWIP (hardware type 530), raw IP frames with no Ethernet framing at all, and libpcap’s standard capture path simply could not attach to it.

The fix was not a libpcap workaround, it was going around libpcap’s normal path entirely: NFLOG, the netfilter logging target, with iptables rules placed in the raw table on PREROUTING and OUTPUT (not the conventional INPUT/OUTPUT filter-table chains) targeting seth_lte* interfaces specifically. Netfilter sees the packets before the kernel networking stack has decided what to do with their framing, so NFLOG could hand them to tshark as a pseudo-interface regardless of the underlying link-layer type. The first working version needed a setuid helper script to install those iptables rules, since harbour-sandboxed apps cannot touch netfilter directly; once the chum-submitted build’s packaging handled the privilege correctly through its own mechanism, the setuid helper was removed.



14.3 What the app actually surfaces

A capture is not useful if reading it means scrolling through raw hex. SailShark’s analysis layer pulls out the things an analyst would otherwise dig for by hand:

Credential and identity scanning, across a capture: HTTP Basic Auth headers, and plaintext credentials from FTP, POP3, IMAP, SMTP, and Telnet sessions; DNS queries; TLS SNI hostnames (the server name a TLS handshake reveals even though the session itself is encrypted); DHCP hostname and vendor-class strings; HTTP URLs, cookies, and User-Agent strings; NetBIOS names; and ARP IP-to-MAC mappings, built into a running table as the capture progresses rather than requiring a manual filter for each protocol.

WPA/WPA2 handshake detection. The app watches for the four-way EAPOL handshake, identified via the source/destination MAC pair (deduplicated as an unordered pair, since the same handshake can appear from either side’s perspective in the capture), and when one completes, surfaces a direct hint to export it for offline cracking with hcxpcapngtool feeding hashcat, rather than leaving the analyst to recognise four EAPOL frames buried in an otherwise ordinary capture.


[image: SailShark mid-capture on-device: the credential/identity panel has already flagged a WPA 4-way handshake and two DNS queries, with all four EAPOL key messages visible in the packet list below.]
SailShark mid-capture on-device: the credential/identity panel has already flagged a WPA 4-way handshake and two DNS queries, with all four EAPOL key messages visible in the packet list below.

Live modem telemetry. Alongside the packet data, SailShark pulls live cellular state from ofono over D-Bus (dbus-send), Operator, Cell ID, MCC/MNC, radio technology, and signal quality (RSRQ/RSRP), refreshing automatically after every capture stops, regardless of which interface was actually captured. Correlating a traffic pattern against which cell and operator the phone was actually on at the time is exactly the kind of context a desktop capture tool run elsewhere could never supply.



14.4 The unfinished thread: ath9k_htc and a kernel ABI dead end

Not every investigation in this book ends with a working fix, and this one is included because recognising where to stop is as much a real skill as finding the root cause.

The goal was external USB WiFi adapter support, specifically the ath9k_htc driver, for a Jolla C2 (Unisoc S19mps, aarch64, kernel 5.4.233), so SailShark could capture on an adapter in monitor mode rather than only the phone’s own interfaces. The driver and its dependencies (cfg80211, mac80211, ath, ath9k_hw, ath9k_common) were not present as loadable modules on the device, so building them from source against the running kernel was the plan.

First obstacle: extracting the kernel’s symbol versions. The device’s Module.symvers needed to be reconstructed from the __versions ELF section of the shipped modules, and the first extraction script read that section with the wrong struct offset for symbol names and the wrong field count for the five-tab-separated format modpost expects. Fixed by reading the actual section layout rather than assuming a remembered format.

Second, larger obstacle: the kernel build configuration itself. The running kernel was built with CONFIG_LTO_CLANG, CONFIG_CFI_CLANG, and the LLD linker, three settings that change the compiled layout, and therefore the CRC, of core kernel structures including module_layout. A module built without matching these exactly fails to load with “Invalid module format,” regardless of whether the source is otherwise correct; the kernel’s module loader checks structural compatibility via these CRCs before it ever looks at whether the driver logic itself is sound.

Building a new kernel and module set with matching LTO, CFI, and linker settings got closer but did not fully resolve it. The working fix for the immediate loading failure was extracting the correct module_layout CRC (0x3630b486) directly from the device’s own shipped modules and binary-patching it, along with a matching vermagic string, into the newly built .ko files. That got all six modules past the kernel’s vermagic and module_layout CRC checks.

What remained unresolved: CRC mismatches on individual exported symbols from mac80211, cfg80211, and the USB subsystem, each one a potential load-time rejection independent of the module_layout fix. Patching those individually, correctly, for every symbol the driver references, was judged not worth pursuing for what the feature would add to the app itself; external WiFi adapter support was dropped as out of scope, and the device’s own WiFi and mobile-data interfaces remained SailShark’s capture surface.

The honest accounting matters here: a module_layout CRC patch is a targeted, understood fix for one specific failure mode. It is not a general technique for making an incompatible-ABI kernel module load, and treating it as one would have meant chasing an open-ended list of individual symbol mismatches with no guarantee of an end. Knowing which problem you’ve actually solved, and which one still remains, is what kept this from turning into weeks spent patching CRCs one symbol at a time for a feature that was always secondary to the app’s real purpose.



What you have now: a working picture of packaging a real, non-trivial C/C++ project for a resource-constrained mobile OS through OBS, the NFLOG/raw-table technique for capturing an interface libpcap can’t attach to directly, the credential- and handshake-detection features that make a capture immediately useful rather than just a pile of frames, and a clear-eyed account of a kernel-ABI problem that was fixed just enough to know where to stop. Next: closing the loop on all of this work, upstreaming it, writing it up, and disclosing responsibly.





15 Contributing Back

Research that stays in a notebook is half-finished. The other half is making it reproducible, accessible, and improvable by others. This chapter covers the mechanics and the philosophy of contributing back: PRs to open-source projects, research blog posts, conference talks, and responsible disclosure.

This is not a chapter about altruism. It is a chapter about how the feedback loop works. Every piece of open firmware you have used, ChameleonUltra, Proxmark3, OpenWrt, exists because someone contributed code. Every blog post that pointed you in the right direction exists because someone wrote it up. You are part of that ecosystem now. This is how it continues.


15.1 The PR model

The ChameleonUltra project on GitHub (RfidResearchGroup/ChameleonUltra) is a good model for open firmware contribution. It has maintainers who review code, CI that runs on every PR, and a community that tests on real hardware.

The work in this book contributed four PRs:


	PR #394: EM4x05 reader (lf em 4x05 read). One new command, one new library (lf_gap.c), two root causes found and fixed (PWM pin release, antenna ringing).

	PR #395: Raw LF sniff and sampler. New command, graphical waveform output, Manchester decode.

	PR #396: HF 14A passive sniff. NFCT peripheral passive monitoring mode, direction encoding in the sniff buffer.

	PR #397: LF data analysis. Modulation detection across PSK/FSK/ASK families.



Each PR followed the same structure.


15.1.1 What makes a good PR

Atomic commits. Each commit does one thing. “Fix PWM pin release bug” is one commit. “Add EM4x05 gap encoder” is another. “Add CLI command binding” is a third. When a reviewer looks at the commit history, each change should be individually understandable and individually revertable.

This is not just politeness. When you debug a regression six months later, atomic commits let you use git bisect to find the exact change that broke something. Monolithic commits (“implement EM4x05 reader”) make bisection useless.

Separate fix commits. If you find and fix a pre-existing bug while adding a feature, the bug fix goes in a separate commit from the feature. This is important because the bug fix may be backported to other branches. A fix buried in a feature commit cannot be cleanly cherry-picked.

Chapter 11’s chord detection bug was a pre-existing bug in ChameleonUltra’s button handler. It went into the standalone mode PR as a separate commit with its own description:

fix(button): synthesise missing chord event when GPIOTE debounce races

Both buttons pressed within the 50ms debounce window cause the first
button's timer to be overwritten by the second. Only one press flag
gets set. Chord condition is never reached.

Fix: on each timer fire, check the other button's GPIO state and
synthesise the missing transition if the hardware shows it held.

This is a pre-existing latent bug in the button handler. No upstream
feature ever exercised simultaneous press. Identified while adding the
standalone mode chord gesture system.

Good commit messages follow this structure: one-line summary in imperative mood, blank line, body explaining why (not what; the diff shows what), any relevant context.

Test on real hardware. Send a PR without hardware testing and you will be asked for it. Send results of running the new command on a real card or tag. Paste the output. Mention the specific card type you tested. This is the difference between “I think this works” and “I confirmed this works on a MIFARE Classic 1K, firmware v2.0.1”.



15.1.2 The PR description

The PR description is the context that the commit messages do not have room for. It should explain:


	What problem this solves (one sentence)

	The approach taken and why (not the code, the reasoning)

	What was found during testing (especially anything that surprised you)

	What is explicitly not in scope (avoids “why didn’t you also do X?” reviews)



For the EM4x05 PR:


Adds lf em 4x05 read, a command that sends a READ request to an EM4305 tag using the gap-encoded RTF protocol and decodes the 45-bit Manchester response.

Root causes found during development: 1. PWM pin release: nrfx_pwm_stop() leaves LF_ANT_DRIVER high with inverted config. Field never drops. Fixed by explicit GPIO pin clear after stop. 2. Antenna ringing: 125kHz coil rings for ~200µs after field cut. Write gap must exceed ringing time. Fixed by increasing write gap from 128µs to 250µs.

Tested on EM4305 tag with RTF enabled. Response confirmed via logic analyser. Confirmed no regression on existing EM410x read (different code path).






15.2 Writing the blog post

A research blog post is not a tutorial. It is a record of what you found and how. The audience is someone smart who does not know your exact situation, reading it six months or two years later.

The structure that works:

1. The problem. One paragraph. What did you want to do and why? Not background, not context, not “RFID has been used since…”. The specific thing you wanted to do.

2. What broke. This is where most blog posts skip the most useful material. What did you try first? What happened? Why did that not work? The reader who hits the same dead end will find your post and feel understood.

3. The root cause. What was actually wrong? Show the evidence that told you. Code snippets, packet captures, oscilloscope screenshots, disassembly output.

4. The fix. Show the code. Explain the principle, not just the change.

5. What this means. One paragraph. What does understanding this allow you to do that you could not do before?

The dead ends go in the post. The five wrong theories about the ST-Link bootloader went into the post. The three EM4x05 dead ends went in. Posts that skip to the answer feel clever. Posts that show the journey feel honest, and honest posts get linked.


15.2.1 Tools

Write in Markdown. Pandoc converts it to HTML for your blog and whatever format your posting platform wants. Static site generators (Hugo, Jekyll, Zola) work well for technical blogs; you get full control of the output, syntax highlighting in the right colours, and no Javascript surprises.

Code blocks should be copy-pasteable. Test them. Nothing erodes trust faster than published commands that do not work.




15.3 Conference submissions

bSides events (bSides Copenhagen, bSides London, etc.) are the right first conference for this kind of work. Submission requirements are lighter than Black Hat, review is peer- driven rather than commercial, and the audience is technical and engaged.

A submission is not a paper. It is a talk abstract: what you found, why it matters, what the audience will learn. Keep it under 400 words. Be specific about the finding: “I bypassed MDE device isolation using WSL1” is more interesting than “I researched endpoint security evasion techniques”.

The talk itself should match the blog post rhythm: problem, dead ends, root cause, fix, implications. Live demos work well for RFID; watching hf mf autopwn recover all 16 sector keys in real time is more effective than a screenshot.



15.4 Responsible disclosure

When you find a vulnerability in someone else’s product:

Contact the vendor first. Most large companies have a security@ address or a coordinated vulnerability disclosure (CVD) programme. MSRC for Microsoft, security@ for smaller vendors. Describe the vulnerability, the impact, and the affected version. Do not include proof-of-concept exploit code in the first contact.

90-day timeline. Give the vendor 90 days to patch before public disclosure. This is the industry standard (Google Project Zero, CERT/CC). If they need more time and are actively working on a fix, a reasonable extension is appropriate. If they do not respond or deny the vulnerability, 90 days and then you publish.

What to publish. The technical details: enough for a defender to understand and mitigate. Not a working weaponised exploit tool. The goal is information, not attack enablement.

The MDE disclosure: reported to MSRC with full technical details. Microsoft responded, acknowledged some vectors, partially patched. The remaining open issues were disclosed publicly after the 90-day window with a clear statement of what was patched and what remained open.



15.5 Your contribution loop

The pattern that scales:


	Build something (a CU firmware feature, a new attack, a new protocol support)

	Test it on real hardware

	Fix what breaks

	Document what you found (commit messages → PR description → blog post)

	Submit the PR

	Write the blog post about it

	Repeat



Each cycle builds on the previous one. The fourth LF protocol you port is faster than the first because you understand the gap encoder. The fifth PR is better reviewed than the first because you know what reviewers ask. The sixth blog post is more readable than the first because you know what readers find useful.

None of this requires special credentials or an employer who pays you to do it. The ChameleonUltra contributions in this book happened outside working hours, on a Linux machine, with hardware that cost less than a textbook.

You have the tools now. The question is what you want to understand.



Niel Nielsen, sec1.dk
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